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ABSTRACT

A formation of cheap and agile robots can be deployed for space, mining, patrolling,
search and rescue applications due to reduced system and mission cost, redundancy, im-
proved system accuracy, reconfigurability, and structural flexibility. However, the perfor-
mance of the formation can be altered by an adversary. Therefore, this thesis investigates
the effect of adversarial inputs or attacks on a nonholonomic leader-follower-based robot
formation and introduces novel detection and mitigation schemes.

First, an observer is designed for each robot in the formation in order to estimate its
state vector and to compute the control law. Based on the healthy operation of the robot
and its formation, it has been shown that in the case of false data injection (FDI) attack on
the actuator of a robot, the state estimation error or residual increases thus indicating the
onset of an attack. Next, a functional link neural network is incorporated into the observer
to learn the attack input and to minimize its effect by modifying the controller.

Subsequently, the effects of a covert attack are studied by relaxing the assumption
that sensors are attack-resilient. It is shown that the residual-based method from Paper 1
is ineffective when the sensors are injected by a signal that modifies the residual in the
presence of an actuator attack. Next, an auxiliary system consisting of an observer for each
robot, which is not known to the adversary, is introduced to detect covert attacks.

Performance assurance and stability of the formation during healthy and under attack
are shown using Lyapunov analysis by relaxing the separation principle. Simulation results

verify theoretical results for both FDI and covert attacks.
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SECTION

1. INTRODUCTION

The need for formation arises from the necessity of deploying multiple robots to
accomplish an objective. Mining, space interferometry [29], patrolling, search and rescue
[21], mapping, environmental monitoring [24], are applications that require multiple robots.
It could be possible to employ a single robot with multiple functionalities to accomplish
the task, but adding more features to a single robot would make it bulky and expensive.
Additionally, the robot would require more processing power requiring a higher mission
time which would eventually translate to a high mission cost [6]. The mission would also
have a single point of failure. Futhermore, a single robot cannot make use of distributed
data collection schemes to improve system accuracy. It is also hard to adapt this single
robot for different applications/scenarios. Therefore, the motivation to employ a group of
cheaper, agile robots over a single expensive and heavy robot has become a priority.

A formation controller dictates how a group of robots should behave. Formation
control can be centralized, decentralized, or distributed. Formation controllers in the
literature can also be classified as behavior-based [1][2], virtual structure, consensus-based
[28], neighbor and center reference, and leader-follower [31][9][4]. In behavior-based
methods, each robot behaves a certain way in response to its environment consisting of
obstacles, goal points, or other robots. For instance, a robot can have a move-to-goal and
a move-away-from-obstacle behaviors. In virtual structure approach, all robots maintain a
formation by positioning themselves at different points of a virtual geometric structure such

as a triangle, a square, a circle.



The consensus-based approach, on the other hand, requires all robots to exchange
individual position information with their neighbors and come to an agreement on the final
position; a weighted average of the initial position. In the leader-follower strategy, a few
robots are assigned the role of leader; while others, are given the role of follower. The
objective of the leaders is to follow a reference trajectory, while the goal of the follower is
to maintain a fixed distance from the leader while avoiding obstacles. One of the strategies
by which a follower tracks its leader is the separation-bearing-based formation control [9],
where the follower maintains a fixed separation and relative orientation with respect to its
leader. In this effort, leader-follower separation-bearing-based formation control strategy
will be considered.

Such a formation of robots (a multi-agent system (MAS) )can be viewed as a cyber
physical systems (CPS). This would be subject to attacks by an adversary. CPS attacks
include false data injection (FDI) [22], replay [23], and others, on the sensors/actuators,
blackhole, packet loss, time delay, denial of service (DOS), and so on on the communication
links. Literature discussing secure control design in the presence of the aforementioned
attacks include [22][23][26][19][13][25]. When it comes to MAS, specifically multi-robot
formations it was noticed that attack detection and mitigation schemes are developed for
linear, double-integrator, or kinematic robot models. To the best knowledge of the authors,
no such work has been attempted for a dynamic, nonholonomic, communication-constrained
system like the leader-follower separation-bearing-based formation which is the primary
motivation of this thesis. Such a formation is typical in cooperative adaptive cruise control
(CACC) or in tank formations.

Detailed work has been done with regards to kinematic control for wheel mobile
robots (WMR) [18] and [35]. A dynamic backstepping-based controller for known and
unknown dynamics of a single robot was developed in [14] and [15]. For the purpose
of learning the unknown robot dynamics online, an artificial neural network (NN) was

employed. The effort in [7] deals with the separation-bearing techniques for a kinematic



WMR. The separation-bearing technique is employed when a follower localizes itself with
respect to its leader. The work [9] discuss the dynamic backstepping controller for the
leader-follower case, employing the separation-bearing technique. This framework was
extended to the case where the robot dynamics are unknown [10] and robot state vectors
were not completely measurable [11]. Additionally, [8] extends the work to near-optimal
adaptive controllers.

Though the leader-follower separation-bearing literature touches almost all the as-
pects of control, security has not been integrated into the framework nor has the effect of
attack. This leaves the formation vulnerable to adversarial inputs from the environment or
due to tampering. The effects of such attacks on this formation have not been carried out.
A secondary motivation for pursuing the current work is to provide techniques to secure
future vehicular transportation systems.

Threats on automated vehicles have been reported. In [5], possible attacks and
attack surfaces were introduced. In [27], methods by which self-driving and cooperative
self-driving vehicles could be affected by cyber-attacks is highlighted, contrasting the
security and privacy measures for self-driving and cooperative self-driving vehicles. In
[16], it is shown how one attacked vehicle can effect the efficiency of the entire platoon
employing CACC. The paper [33] shows how an adversary could manipulate the data being
transmitted from an attacked vehicle to its follower vehicle, which could ultimately lead to
a crash. This effort also discusses possible attack detection and attack mitigation strategies.
In [34], decision trees are used to detect attacks, and the authors in [12] use a dynamic
monitor to collect information at different time instants to detect attacks. The effort in [3]

uses trajectory planning to guarantee attack-resiliency in robots.



A robot formation could be destabilized by various attacks. These attacks could be
on the actuator, sensor, or communication links. The attacks can also be a combination of
one or more attacks. This work consists of two papers which study the effects of adversarial
inputs on robot actuators and sensors, their detection and mitigation. The organization of

this thesis is presented next.

1.1. ORGANIZATION

This thesis consists of two papers. Paper I discusses a residual-based approach to
detect and mitigate an actuator attack for different attack scenarios. Paper II on the other
hand discusses the detection of a covert attack when the residual-based approach can no
longer be trusted.

In Paper I, under the assumptions that the robot dynamic model was known and
the communication networks and the sensors were attack-resilient, the attack detection and
mitigation scheme was proposed to secure the leader and follower robots from attacks on
the actuator and/or the signals sent from the CPU of the robot to the actuators in case
of tampering [5]. This attack-resilient framework was built for nonlinear, nonholonomic
leader-follower formation on top of the system designed in [9]. For detecting the attack an
observer was designed on every robot in the formation. Based on the residual generated by
comparing the robot output vector and the observer output vector the robot checks if it was
under attack. If under attack, it activated the attack mitigation scheme; which learned the
attack signal and canceled the effect of the attack by increasing the control torque.

In Paper II, the sensor resiliency assumption was relaxed and the scenario where
the actuators and sensors of a robot could simultaneously be compromised was considered.
The motivation being to study the formation when it was attacked by a smart adversary;
one that can attack the actuators while simultaneously modifying the sensor data; thereby
staying undetected [32]. The goal of this paper was to design a detection scheme if such a

‘covert’ attack were to occur.



1.2. CONTRIBUTION

In Paper I, a novel observer was designed for each robot in the formation. The
observer designed had dynamics similar to the robot but it had a dual tracking objective;
to track the assigned leader (if it was a follower robot; the virtual cart if it was a leader
robot) as well as to track the robot output vector on the basis of the residual. The observer
also computed the control torque estimate. Using Lyapunov analysis, it was shown that this
observer-based control torque gave zero tracking and zero estimation errors in the absence of
actuator attacks. This information was used to detect attacks (by monitoring the estimation
error or residual). Based on the fact that NN’s are universal function approximators, a novel
attack mitigation scheme was designed by using the attack affected observer tracking error
and the residual to tune an NN online such that it learnt the attack signal (assumed to be
smooth). This attack signal estimate was used to cancel out the effect of the attack signal
at the actuator. Apart from this, the leader backstepping-based control was modified from
[10] and [14]. The new leader control has better stability properties (Lyapunov tracking
error function is negative definite rather than negative semi-definite).

Paper II was concerned with designing a novel covert attack, which includes an
actuator attack combined with a sensor attack, to deceive the residual-based attack detection
scheme of Paper 1. The purpose of the actuator attack is to destabilize the tracking objective
whereas the purpose of the sensor attack is to keep the robot unaware of the actuator attack
so that a feedback control/mitigating signal is not asserted. Next a novel attack detector
was designed by extending the robot dynamics [30] with an auxiliary system consisting
of a linear spring-mass-damper (LSMD) and a torsional spring-mass-damper (TSMD). A
filter-tracking error based controller [20] and an observer-based residual was constructed

for the auxiliary system which successfully detected the covert attack.
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I. ACTUATOR ATTACK DETECTION AND MITIGATION IN A DYNAMIC
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A. Fernandes*, S. Jagannathan*, H. Modares**

* Department of Electrical & Computer Engineering
Missouri University of Science and Technology
Rolla, Missouri 65409
** Department of Mechanical Engineering
Michigan State University

East Lansing, Michigan 48824

ABSTRACT

In this paper, the effects of actuator attacks and their mitigation on a nonholonomic
leader-follower-based robot formation are discussed. The robots use dynamic backstepping-
based tracking controllers to achieve their formation objectives. An observer is designed
for each robot in the formation to estimate its state and consequently to compute its control
law. It is shown that in the case of a false data injection (FDI) attack on the actuator of
a robot, the state estimation error or residual increases, indicating the onset of an attack.
Next, a functional link neural network (FLNN) is incorporated into the observer to learn the
attack input and to minimize its effect by modifying the controller. Performance assurance
and stability of the formation during healthy and under attack are shown using Lyapunov

analysis by relaxing the separation principle.



Keywords: Attack detection, attack estimation, Lyapunov stability, formation control,

distributed control, security, autonomous systems, nonholonomic system, nonlinear control

1. INTRODUCTION

Tasks that are difficult to be accomplished by an expensive and bulky robot can be
accomplished by a group of cheap, agile robots. Such tasks could be applicable to mining,
space interferometry [29], patrolling, search and rescue [21], mapping, environmental
monitoring [25], etc. Benefits of using multiple robots include reduced system and mission
cost, redundancy, improved system accuracy, reconfigurability, and structural flexibility [6].
Formation control techniques, which are utilized to manage such a group of robots, include
behavior-based [1][2], virtual structure, consensus [28], neighbor and center reference,
leader-follower [31][9][4], and so on.

In behavior-based methods, each robot switches between different controllers (be-
haviors) in response to different stimulus, such as obstacles, goal points, or other robots.
In virtual structure approach, all robots maintain a formation by positioning themselves at
different points of a virtual structure. Consensus requires all robots to exchange individual
position information with their neighbors and come to an agreement on the final position,
which will be a weighted average of the initial position. In the leader-follower strategy, each
robot takes on the role of a leader or a follower. The behavior of the leader is not affected
by the followers and it follows a desired reference trajectory, while the goal of the followers
is to follow the leader while maintaining a desired formation and avoiding obstacles. One
of the strategies by which followers can follow the leader is the separation-bearing-based
formation control [9]. The leader-follower approach will be utilized in the current work.

Adversarial inputs can effect the sensors, the actuators, or the communication. At
the actuator/sensor, fault data injection (FDI) [22], replay attacks [23], and on the commu-
nication network attacks such as blackhole, packet loss, time delay, denial of service (DOS)

can be observed. Literature [[22][23][25][19][13][26]] discusses the design of a secure



controller in the presence of the aforementioned attacks. In the following, the literature on
the type of attacks that can adversely affect the formation will be analyzed to highlight the
importance of designing secure formation control protocols. Subsequently, the literature
for separation-bearing-based formation control where a dynamic robot representation that
captures the nonholonomic and nonlinear properties of a car-like vehicle will be reviewed.
In this work, the interest is in securing the formation control of multi-robot systems. In
[5] and [27], methods by which self-driving and cooperative self-driving vehicles can be
affected by cyber-attacks are highlighted. In [16], it is demonstrated how a compromised
vehicle can destroy the efficiency of the entire platoon in the presence of cooperative adap-
tive cruise control (CACC). In [33], it was shown how an adversary can manipulate the data
being transmitted from a vehicle under attack to its followers leading to a crash and possible
attack detection and mitigation strategies. In [34], decision trees are used to detect attacks,
whereas [12] uses a dynamic monitor that collects information at different time instants to
detect attacks, and [3] uses trajectory planning to guarantee that the robots are resilient to
attacks. The objective of this paper is to design a distributed attack detection and mitigation
scheme for each robot in the formation and the entire formation.

In [18] and [35], the trajectory-tracking controllers are designed by considering the
kinematic models and assuming perfect velocity tracking. In [14], a dynamic backstepping-
based position and velocity controller was developed by incorporating the robot dynamic
model. Torque control was designed, removing the perfect velocity tracking assumption.
The authors of [15] took the idea further by considering the robot dynamics to be unknown
and a neural network (NN) is utilized. In [7], separation-bearing and separation-separation-
bearing techniques are introduced by considering the kinematics of the wheeled mobile
robot (WMR).

In [9], the dynamic backstepping controller of [14] is extended to the leader-follower
case by employing the separation-bearing [7] techniques. This framework was extended to

the case of leader and the follower framework when the dynamics are unknown [10] with



state and output feedback [11]. An NN-based robust integral of the sign of the error (RISE)
feedback was utilized in [10] for the purpose of learning the unmodeled dynamics while
making sure the formation errors go to zero asymptotically.

In [11], one NN is used to estimate the robot’s angular and linear velocities while the
other NN is used to estimate the unknown robot dynamics online. The paper [8] discusses
near-optimal adaptive control of leader-follower formation. In contrast, the objective here
is to design an attack-resilient framework for nonlinear, nonholonomic leader-follower
formation by extending the work of [9] under the assumption that the dynamics are known.
No such work exists in the literature. An assumption that the communication networks and
the sensors are resilient to attacks is made. Attacks are assumed only on the leader and
follower robot actuators and/or the signals sent from the CPU of the robot to the actuators.
The latter could occur in case of a malware onboard the robot CPU [5].

The paper is organized as follows. In Section, 2 the dynamic, nonholonomic, and
separation-bearing-based formation control framework is introduced. In Section 3, an
observer is designed for each robot. Note the purpose of the observer is to estimate the state
vector of the robot and to design the control input. Additionally, the difference between
the measured and observed state vector defined as the residual is used to design a threshold
for attack detection. By comparing the residual against this threshold, an attack can be
detected. Upon detection, the mitigation scheme designed in Section 4 will be applied.
Simulations are used to verify the mathematical results in section 5 and conclusions are

drawn in Section 6.
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2. PROBLEM FORMULATION

The robot kinematics and dynamics are given by

cos 0 —dk sin 6%

k
K — | cin ok k f]”
Xp =|sinf" d"cosd )
Wk
0 1
=k el ke Sk =k =k —k=1_,
V. =-M (V,(x,,x,)V +F(V )+M 7, (1)
yk =k,

where k denotes if the robot is a leader or follower. The superscript i is used to denote
the leader, and the superscript j is used for the follower, where j = {1,...,...,N} with N
being the total number of followers. Ignoring the superscript k, x = [x;,VT]T c R+
and x, = [;C, Y, Q]T € RP, with %, y, and 8 being the robots X-Y position in the Cartesian
coordinates and the orientation respectively. Here V = [v,w]’ € R€ is the velocity vector
with v and w being the robot’s linear and angular velocity respectively. The transformed
robot mass matrix, the centripetal and Coriolis matrix, and the surface friction are denoted
as M, V,(g,q) and F(V), respectively. For details on how the transformed system and

matrices are obtained, the readers are referred to [14].

Remark 1. For the nonholonomic system given by (1) with p generalized coordinates q, m
independent constraints, and c actuators, the number of actuators is equal to the number

of degrees of freedom (¢ = p — m).

Remark 2. The transformed mass matrix M is a constant matrix and the transformed

Coriolis matrix V,,(q, §) is a zero matrix.

Based on Remark 2, the Coriolis matrix is not considered. The following assumptions are

stated as follows.

Assumption 1. The robot kinematics and dynamics are known.
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Assumption 2. There is one-way communication in a leader-follower pair with zero com-

munication delay.

Remark 3. Every follower robot is assigned a leader robot. The assigned leader robot for

the follower robot ‘j’ will be denoted by the superscript ‘m.’

Figure 1. Formation and communication topology.

Next an attack detection and mitigation scheme on the robot formation utilizing the
backstepping-based trajectory-tracking controller [9] is designed. A brief overview is given
next so as to give the reader a continuity from the previous work done in leader-follower

separation-bearing formation control to the present work.

2.1. TRAJECTORY TRACKING USING BACKSTEPPING CONTROL STRUC-
TURE

For navigation, the leader i tracks a reference cart with unicycle dynamics. This
reference cart has linear and angular velocities as decided by the path-planner [14]. The

following assumption on the velocities is made.

Assumption 3. The linear and angular velocities of the reference cart are bounded with

the linear velocity v’ (t) > 0 for all t.

The reference cart dynamics are

X =vcos® i =1v"sin@ 6 =o', (2)
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XG

Figure 2. Separation-bearing formation control.

where x" = [;c’, Y, 6’,v”,w’]T with x” and 4" being the reference cart’s X and Y Cartesian
coordinates, respectively, 8" being the orientation of the reference cart, and w” being the
reference cart’s angular velocity. Now the separation-bearing technique is used by the
follower j to track its leader & with the objective being to design a backstepping controller
such that

Tim (L™ - L7y =0 lim (P — gy =, (3)

is satisfied, where L™ is the separation and ¥/ is the bearing of the follower j with respect
to the 7 robot in front of it. Here L™ is the desired separation and ¥*/¢ is the desired
bearing. A network wide extended Kalman filter (EKF) [22] can be used to obtain L™ and

W7/ In this paper, the following assumptions are made.

Assumption 4. The follower ‘j’ can measure its separation and bearing with respect to its

assigned leader robot ‘n’ by using its onboard sensor suite.
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Assumption 5. The linear and angular velocities of the ‘w'"’ robot are bounded and

v (t) = O for all time ‘t’.

For the separation-bearing methodology to work for tracking some information has to be

sent from the 7th robot to the jth robot. To facilitate this, the assumption is introduced.

Assumption 6. The ‘mth’ robot communicates its linear and angular velocity (vV*,w™) as

well as its orientation '™ and linear and angular acceleration (V",0™) to its follower ‘j’.

The state vector of the robot will be used for computing the control velocity. To ensure the

availability of the states, the following assumption is introduced next.

Assumption 7. Each robot is equipped with sensors to measure the robot’s own linear

velocity ‘v’, angular velocity ‘w’ and orientation ‘6.

Since the follower robot is not aware of its global location, it is impossible to use the regular
robot kinematics. Instead, the kinematics for the follower is developed on the basis of (3).

The follower kinematics are given by
XIJ; = ];)j(xj, x"), 4)

where
v/ cosy/ —v™ cos W + d/w siny’
fy = |45 (vFsin®™ — v/ siny/ + d/wl cos /) — w |,
w’
with the function ]jvj (x/, x™) representing the kinematics of the j* follower with respect to
the 7' robot, y/ = W/ + #™/ and 6™ = 67 — ¢/.
The position and velocity tracking error for the leader and the follower are defined

in [14] and [9]. The tracking errors and the control laws will be covered briefly as they will

be part of the proofs. The position-tracking error for a robot tracking its assigned leader is
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given by
et cosOF  sing* 0| |xF — «F
6’;, = e’z‘ = |-sin6* cosOF 0| [4F -4~ 5)
et 0 0 1||6F-6*

where ;(,k = i ,y,k =y, for the leader and :(,k = %" ,y,k = ¢, for the follower. For the

T
A . . . .
follower, is transformed to the separation-bearing coordinates [9]. 6% is the
T i
Y —y

dynamic reference orientation for the robot. The dynamics of 6 are given by
9'1' _ 1 " §in(@" Hi ki i 6
r—Evsm( - 0,) — kye5), (6)
for the leader and

6/ = = (a)”L’”d cos(P™4 + 7Y + v sin(6" — 0)) + kéeé) , (7)

for the follower. Here d* is the diameter of the robots wheels. The velocity tracking error

is given by
k k k
PR () e v
ec = k = VC —_— V = k —_ k N (8)
es w; w

—k
with V. being the control velocity that achieves the tracking objectives of the robot. The

leader control velocity is given by

i Vi v cos(0” — @) + ki e
Ve=1"|= RN ©)
W o (v sin(0” — 61) + kieb)
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while the follower control velocity is given by

—j vC’ V¥ cos 67 + k{ e{ — W™ L™ sin(P™ 4 + 67)
Vo= | = . (10)

J 1 nrynjd njd nj T o s J J i J i
Wy E(w L™ cos(W™4 + 6™) + v™ sin(6 —0,)+k262+k3e3)

In this work, Vic and @' help with the stability analysis. The position-tracking error dynamics

are obtained by differentiating (5) and substituting equations (1), (2), and (6) to get

i i i
kiel +w'e, + e 0
¢ = | “kiel —wiel +diel |+ |20 sin (2) cos (67 — £ (11)
p 22 1 5 2 2 ’
—%(kéeé + kéeg) + eg 0
—kle +wiel + 0
1€1 2T 6 A
. j o,
Y S S R B BN B BT . (n_é“r+9’)
el =|_ _ —wl Jel | + [2v™ sin cos (6 12
) k2€2 k3e3 a)el+d es (2) 3 ) (12)
Koy
—wé T 0

¢k = —Kkek, (13)

C

with K = [kf, ké‘, ké‘, ki‘] being a vector of positive gains, and Kf = kflzxz.

The feedback linearizing control torque 7" that cancels the robot nonlinearities and

introduces the auxiliary control u* has the structure given by

* Mk B, (14)

~k _ _
uk =V, + KV - VY. (15)

Next the following lemmas are stated.
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Lemma 1 (Leader Backstepping Control). Given the nonholonomic robot system with
dynamics (1) tracking the reference cart (2), let a smooth velocity control Vlc, torque control
7 and control input u' for the leader i be given by (9), (14), and (15), respectively. Then,
there exists a vector of positive constants K' = [ki, ké, ké, ki]T such that the leader position

and velocity tracking errors, (5) and (8) respectively, go to zero asymptotically.
Proof. See Appendix. O

Lemma 2 (Follower Backstepping Control). [10] Given the nonholonomic robot system
with dynamics (4) adhering to the leader-follower criterion of (3), let a smooth velocity
control ‘_/i,, torque control 7/, and control input u’ for the follower j be given by (10), (14),
and (15), respectively. Then, there exists a vector of positive constants K J = [k{ , ké, ké, ki]T
such that the follower position and velocity tracking errors, (5) and (8) respectively, go to

zero asymptotically.

Proof. See the Appendix. O

2.2. FORMATION STABILITY

Now that the stability with respect to tracking of the individual robots have been

shown, the desired formation stability is discussed next.

Theorem 1 (Formation Stability). Consider a formation of N + 1 robots with a leader i
and N followers with each follower receiving information from its assigned leader. If the
hypotheses of Lemma 1 and Lemma 2 hold then the formation error (e = [é' Tell | eN T]T )

where ¢/ € RPHIV+NXL the qyemented position, and velocity tracking error systems for

the leader i and N followers, respectively goes to zero asymptotically.

Proof. See Appendix. O
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3. OBSERVER DESIGN FOR ATTACK DETECTION

Before proceeding, the following assumptions are stated.

Assumption 8. Sensors and the communication links of the robots do not experience
attacks. Attacks only take place on the robot actuators or on the control signals received

by the actuator.

Since the goal of present attack detection and mitigation scheme is distributed, the following

assumption is made.
Assumption 9. The adversary can attack multiple robots at a time.

The next assumption is made keeping in mind that the attacker is not interested in putting

the robots out of commission.

Assumption 10. The robots in the formation do not collide with other robots in the presence
of attacks. Conversely, the formation is input-to-state stable during the onset of actuator

attack input.

In this section, an observer is designed to estimate the robot state vector. The
estimated state vector will then be used to compute the backstepping control estimate *.
A residual is generated by comparing the estimated robot states with the actual robot states.
This residual can be used to design a threshold for the attack-free case. Lemmas 3 and
4 show that in the attack-free condition, the observer-based control law asymptotically
stabilizes the tracking and estimation error in the leader and follower, respectively, relaxing
the separation principle. Theorem 2 shows the asymptotic stability (AS) of the formation if
Lemmas 3 and 4 hold. In the latter part of this section, it will be seen how the residual can

be monitored for actuator attack detection.
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Before designing the observer, with some abuse of notation and using (1) and (4),

the robot dynamics for the leader and follower can be rewritten in a compact form as
fCi :fi(xi) + Bi,i;i,
% =f(x,x™) + B/t (16)

Here, B = 7K is the torque designed by using the observer state information, and

-1
7
fi(x") and f/(x/,x™) capture the kinematics and dynamics of the leader and follower robot,

respectively. In the presence of an attack, the robot dynamics change to

X =f(x") + B'# + B'W,
% =fI(x/, x™) + B/t + Bw/, (17)

k

where w* is assumed to be a smooth and bounded attack signal (i.e., |[w¥|| < w’g). The

observer dynamics takes the form

)féi :fi(x/\i) + Bi?i _ Lifi,
X =fI (%, X"+ Bt - L%, (18)

where £, is the estimated state, LK = diag{lk,lk Ik 1k

Y 4,l;‘} > 0, is a user defined gain

matrix, and

k= gk = Xk, (19)

is the residual. From (18), it is clear that the observer has the same form as the robot. It will
be seen that the trajectory-tracking objectives of the follower are the same as the robot with

the additional objective of estimating the robot state vector. The position-tracking error for
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Figure 3. Attack detection and mitigation scheme.
the observer is similar to (5) and is given by
Ak Ak in Ok k _ sk
é cosd sind® 0| [x* — %
é’z‘ = |=sinf* cos@* O |45 -], (20)
ok Hk Nk
é5 0 0 1|65 -6

with 1 and 4* having the same definitions as before. 8% is the dynamic reference orientation

of the observer. The dynamics of §¥ are

b= L (v sin(er — ) - ki@l 21
—EVSIH( -0,) - 3635 (21)

r

for the leader robot’s observer and

I 1 . . . N ..
6 = E(w"md cos(P 4 4+ §77) + v sin(6" — §7) + kééé), (22)



for the follower robot’s observer. The velocity-tracking error é,.

é f ~k sk
-V, -V

sk

€s

ok s

K K
VC \%

il |kl
oF o
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(23)

~k
with V. being the desired control velocity. The augmented observer position and velocity

tracking error dynamics are given by

~Q Al

i i 5i
kle1 +0'é, + ¢

_pigi _ migi i pi
k2€2 w€1+d€5

— | _ 1 iy i ai ai
y (kze2 + k3e3) + €5
pigi
kié,
i
I ks
cosd  sind 0
—sind cosf 0
+
0 0 1
02><3

i N
klel+w & +é,

I i Ajal j Al
k2e2 k3e3 wel+d é5

_§g+4_g4
oy
— cosy/ —L™ siny/
siny/ L™ cos§/
0 0
i 023

0
+ [2v" sin (%) cos (6”
0351
032 .
le:l’
szz_
0

030 .
L%/,

| 53%)

b+l

)

(24)

(25)
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k:

where é . The estimate of the desired control velocity for the leader is given by

N v cos(0” — 6 + ki él
= P, (26)

1 r oo r Ai i 5l
i (v sin(@” - 6..) + kzez)

and the estimate of the desired control velocity for the follower is given by

~j VT cos 0™ + k{é{ — W™ L4 sin(P4 + HA,U-)
Ve= . L - S (27)
%(w”L’Ud cos(P™4 + ™) + v sin(67") + kééé + kééé)
J
2k
Since the estimated desired control velocity V. is being used to stabilize the tracking error

—k
dynamics instead of the desired control velocity V., the velocity tracking error throughout

the rest of this work is defined to be
=V -V (28)

Taking equation (28) into consideration, the position tracking error dynamics of the robot

become
e"'1 —k’ie"l + wieé + ei
éé = —kéeé - a)ie"l + dieg
ég _—%(kéeé + kgeé) + eg
- i
+|2v" sin (%) cos (0’ —~ w) —d'@L |, (29)
—cDé
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for the leader and

.J ) o J
€ klel+a) e, +e,
J V= _2iJ i J _ g, j )
é, k2e2 k3e3 w e +d €;
j K oj
é; —Geyt e
—ﬁé
. (€ o
2v7 sin (73) cos (G,T - Oi;' )
+ , 30)
j ~J
—d’ @,
_(I){_

~k 2k _
for the follower robot with V. =V . — VI;. The estimated control torque is given by

_ _ 1 2k
oM TV, 31)

%
with @* being the estimated auxiliary control input defined as

A ~k ~k
Wk =V kv, -V, 32)

N i
Due to the change of the control torque of (1) to 7, the robot velocity dynamics V' is given

by
~k 1 _ AN 4
V =M —F WY+ M +FV))
-l 2k —k —
—ik+ M (F V) -F (V) +wh).
— k! —p 2k —k —k .., =~k fl\]f
The substitution M (F (V )= F (V') =NXV ) = simplifies equation () to
~k
n(/.)

~k A ~k ~k .~k |
V =Ve+ KKV, - V) - KV + NAV )+ M wh, (33)
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and the velocity tracking error dynamics of the robot become

~k ., ~k —i-1
¢k = —Kfek + KNV —NK (V) -M Wk (34)

The estimation error dynamics is given by
b F AR (35)
which can be further simplified for the leader and follower robot as

¥ =fI %, x") - L% — B'w/, (36)

by substituting equations (17) and (18). Here fi(x)) = fi(&') — fi(x"), and f/(&/,x7) =

fi(#/,x™) — fi(x/, x™). The velocity estimation error dynamics are given by

= .~k ~k ___1k
V= NV ) - LV - Wk 37)

with LY = diag{l}, 15}

3.1. ATTACK-FREE SCENARIO

In the absence of attack, the following two Lemmas and Theorem are defined.

Lemma 3. Given the nonholonomic robot system with dynamics (1) tracking the reference
cart (2), let a smooth velocity control estimate ﬁlc control input estimate ', and torque
control estimate %i for the leader i be given by (26),(32) and (31) respectively. Then there
exists vector of positive constants K = [k’i,ké, ké, ki]T and L' = [l{,lé, lé,lfP l;]T such that

the leader position and redefined velocity tracking errors, and the leader state estimation

error given by (5), (28) and (19) respectively go to zero asymptotically.
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Proof. See the Appendix. O

Lemma 4. Given the nonholonomic robot system with dynamics (4) adhering to the leader
Jollower criterion of (3), let a smooth velocity control estimate ﬁi, control input estimate i/,
and torque control estimate %j for the follower j be given by (27),(32) and (31) respectively.
Then there exists vector of positive constants K/ = [k{, ké, kg, ki]T and L/ = [l{, lg, lg, li, lg]T

such that the follower tracking errors, and the follower state estimation error given by (5),

(8) and (19) respectively go to zero asymptotically.
Proof. See the Appendix. O

For calculating the attack detection threshold, the stability of the leader-follower formation

in Theorem 2 is considered.

Theorem 2. Consider a formation of N + 1 robots with a leader i and N followers with
each follower receiving information from its assigned leader. If the hypotheses of Lemma
3 and Lemma 4 hold then the formation error €' and the formation estimation error
Fo= [ x1 .. )ZNT]T where 3 e RWHOXUN) \which is the augmented position and
orientation, and velocity estimation error for the leader i and N followers, respectively goes

to zero asymptotically.

Proof. See the Appendix. O

3.2. ACTUATOR ATTACK SCENARIO

In the case of an attack the following Lemmas and Theorem hold.

Lemma S. Given the nonholonomic robot system with dynamics (1) tracking the reference
~l

cart (2), let a smooth velocity control estimate V., control input estimate i, and torque
control estimate T for the leader i be given by (26),(32) and (31) respectively. Then there

exists vector of positive constants K' = [k’i, ké, ké, ki]T and L' = [li,lé, lé,lfl, lg]T such that
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the leader’s position and orientation, redefined velocity tracking errors, and the observer
state estimation error given by (5), (28) and (19) respectively are UUB with bounds as per

(B-29).
Proof. See the Appendix. O

Lemma 6. Given the nonholonomic robot system with dynamics (4) adhering to the leader
follower criterion of (3), let a smooth velocity control estimate ﬁi control input estimate i/,
and torque control estimate %j for the follower j be given by (27),(32) and (31) respectively.
Then there exists vector of positive constants K/ = [k{ , ké, kg, ki]T and L) = [l{ , lg , lé , li, lg 1r
such that the follower position and orientation, redefined velocity tracking errors, and the

observer state estimation error given by (5), (28) and (19) respectively are UUB with bounds

as per (B-32).
Proof. See the Appendix. O

Theorem 3. Consider a formation of N + 1 robots with a leader i and N followers with
each follower receiving information from its assigned leader. If the hypotheses of Lemma
5 and Lemma 6 hold then the formation tracking error €' and the formation estimation %"

for the leader i and N followers, respectively is UUB with bounds (B-34)
Proof. See the Appendix. O
Based on Theorems 2 and 3 the following corollary can be stated.

Corollary 1. The estimation error bounds given in Theorem 2 can be used by the formation

robots as a threshold for attack detection.

From a practical standpoint, a small constant ¢ can be used for attack detection

instead of zero.
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4. ACTUATOR ATTACK MITIGATION

In this section an attack mitigating input w* for the robots is designed so as to learn
the attack by using a function approximator such as a neural network for the purpose of
compensation. The attack input on the actuator can be approximated by using a NN defined
by

wk = Wk g3 + &k, (38)

IA

where W¥ is the target weight matrix assumed to be bounded above such that |Wk|

W}Q for a standard bounded actuator attack and ¢(.) € R™! is a basis function, X =

T T 1. T
[xk ,er,xk ,xk

1" is the input to the basis function, and £ is the error in function approx-
imation s.t. ||| < s’g. The norm of the weights ||W*|| is assumed to be bounded and ¢(.)
is known to be bounded as it is a standard basis function such as the logistic sigmoid, or the

tangent sigmoid. The estimated attack signal can now be expressed by
A, ~ kT —_
Tir = WK = Wk ¢(xk) — L,lfmelc‘. (39)

k lk

. —k
where W*, is an estimate of the target weight matrix and L”; . = M diag{l{ ..I5 .

},isa

diagonal gain matrix. The weight estimation error is defined as W* = W* — w¥,

Remark 4. The tracking error e’g in equations (39), (48) and (49) is introduced for the
purpose of analysis. In the actual implementation e* will be rewritten in terms of é* and

~k
V.

K=V +ét. (40)
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The control torque is now appended by —7,,;; to compensate the attack input. The robot

velocity dynamics are now given by

- k

A ~k ., =k — k! S B
V' =Ve+ Kbk KV + BNV + M (WE g+ 6F) -0 W g

kg
+M L. .e

‘mit~c

‘mit

vV (Kjf L Lk ) KV RV - W @)+ T (@)

and the tracking error dynamics are given by
ek =— (Kj + M _IL,’;m) A 7 W v i L S v e ST

The overall robot dynamics are now given by

i =fi(x') + B - BW! ¢(¥') + B'e' + BILI ¢l

mit* ¢’

W =i, x7) + Bt - BW ¢(x) + Bl + BILI e, (43)
The estimation error dynamics in (36) changes to

#=fi(#) - L'z + BW' ¢(x') - BIL ¢l - Biel,

‘mit

# =i, x") - V%) + BW/ ¢(&) - BIL el — Bigl (44)

For the stability of the estimation error dynamics, the structure of the observer is changed
from (18) to

F =&+ Bt -L'¥ +BL,,é

‘mit*~ ¢’

¥ =f(RI ")+ B - LY+ BL el (45)
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when the attack is detected. The equations (40) and (45) and (44) expressed as
. ~ . . . o~ T . . . Ll . .
¥ =f(x)-L'%+BW ¢x')-BL,  V - B¢,

¥ =fI@ ") - L%+ BW ¢&) - BIL] V'~ Blg/. (46)
The velocity estimation error dynamics during mitigation is given by
2k .~k =~k _— 1k _ _ — 1k

V= Nk ) =LV + 21 W e - M ek 47)

Lemma 7. Given the attacked nonholonomic robot system in (17), by modifying the control
law so that the tracking error dynamics is modified to (42), the estimation error dynamics
to (46), and the tuning law for the FLNN selected as (48), the attack affected tracking and
estimation error bound given in Lemma 5 is reduced to (B-39) and the NN weight estimation

error W is uniformly ultimately bounded (UUB).

1

A . L= N\NT—; A
Wi = —F’¢>(?)(v + eg) M — K FW. (48)

Proof. See the Appendix. |

Lemma 8. Given the attacked nonholonomic robot system in (17), by modifying the control
law so that the tracking error dynamics is modified to (42), the estimation error dynamics to
(46), and by selecting the tuning law for the FLNN as per (49), the tracking and estimation
error bound given in Lemma 6 is reduced to B-44 and the NN weight estimation error W/

is UUB.

A . .= NT___ A
Wi = —FiIg(V +el) B = K/ FIW. (49)

Proof. See the Appendix. O

Next the formation stability is assessed in the following theorem.
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Theorem 4. Consider a formation of N + 1 robots with a leader i and N followers. Let
a spanning tree exist with the leader as the root node. If the hypotheses of Lemma 7 and
Lemma 8 hold then the formation tracking error '/ and the formation estimation error X/,
and Wi = diag (W, W',...,WV) where W/ € R*XU+N) s the augmented NN weight
estimation error for the leader i and N followers, respectively is UUB with bounds (B-48)

and (B-49).

Proof. See the Appendix. O

S. RESULTS AND DISCUSSION

For the purpose of simulation, a right-wing formation consisting of a leader robot
i and two follower robots j = {1,2} is taken as per Figure 4. The robots parameters are
chosen as [9] mass m = 5, moment of inertia / = 3, perpendicular distance of the wheels
from the center of mass R = 0.175, wheel radius » = 0.08, distance from center of mass
to the rear axle d = 0.4, linear coefficient of static friction y; = 0.2, linear coefficient

of dynamic friction u, = 0.2, angular coeflicient of static friction u3 = 0.2, angular

_ m 0
coefficient of dynamic friction us = 0.2, the transformed mass matrix M = ,

0 1

— Uy signv + upv
F = . The control gains are selected as k1 = 3, ko = 2, k3 = 2 and

M3 sign w + paw
ks = 2. The observer gains are selectedasly = 1, = 1,13 = 1,14 = 3 and /s = 3. Note that

the subscripts have been removed wherever the values for the leader and follower robots are

identical. The reference cart linear velocity is given by v = 0.8 and the angular velocity

0.15 10<r<25

is given by w" = {-0.15 40 < r < 55. The separation between a leader and follower

0 otherwise

is L™ = 2m and the bearing is W™ = —120°. The actuator attacks performed by the
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YG
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Figure 4. Leader-follower formation under actuator attack.

2.0+ 1sin2t 4 +0.1sin0.5¢
attacker on the robot formation are given by w' = ,wl = ,

0.5 + 2sin 5¢ 1+0.1sin0.5¢

4 +0.1sin0.5¢
2= . The NN gain matrix F is taken as 10 X [ and the scalar gain

1+0.1sin0.5¢

and w

k =0.1.

5.1. ATTACK-FREE SCENARIO

Figure 5 shows the formation trajectories of the formation given in Figure 4 in a
no-attack scenario. Figure 6 gives the euclidean norm of the tracking errors while Figure 7

gives the euclidean norm of the estimation errors.

5.2. ATTACK CASE 1

In the case there is an attack on the formation leader robot at t = 90s, the formation
trajectory deviates from its original trajectory which is evident in Figure 9. The tracking

and estimation errors can be seen in Figures 10 and 11. Notice that the formation estimation
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Figure 7. Attack-free estimation errors.

errors are unaffected by this attack but the tracking errors are slightly affected. This could
be explained by the fact that the attack on the leader causes the leader to change its velocity
suddenly but the follower cannot change it’s course instantaneously due to physical and
actuator limitations. In addition the follower is unaware of the attack on the leader due to

minimal communication among the robots in the formation.

5.3. ATTACK CASE 2

When an attack occurs on the follower 1 at # = 80s, the tracking error of the follower
2 is temporarily affected as observed in Figure 13. If the attack had a fast time-varying
component, then the follower 2 will be effected accordingly. The tracking errors of the
leader are completely unaffected as expected. The estimation errors can be observed in
Figures 14. Just like in attack case 1, only the estimation error of the robot under attack

increases whereas the estimation errors of other robots are unaffected.



Figure 8. Attack case 1.
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Figure 10. Tracking error norm with leader under attack.
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Figure 12.

Attack case 2.
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Figure 14. Estimation errors with follower 1 under attack.

5.4. ATTACK CASE 3

In this case, distributed attacks occurring on different robots of the formation at
varying time instants is considered. The attack on robot i occurs at t = 90, at t = 80 on
robot 1, and at r = 100 on robot 2. The mitigation is initiated Sseconds after the attack
in order to study the effect of the attack. Figure 16 shows the effect of the attacks and
the mitigation on the formation trajectory. Figure 17 shows the effect of attack on all the
tracking errors before and post-mitigation.

The tracking error of follower 2 is effected the most due to cumulative effect of
attacks on the robots preceding it. After mitigation is initiated, the tracking error has a
much lower bound than the case when attack happens in case 1 and 2. The estimation
error for all the three robots behaves as expected as depicted in Figure 18. Finally, Figure
19 illustrates the norm of the NN weights. Each NN is initialized at zero and only begins
learning the attack 5 seconds after the attack begins. The weights of the follower NN
converge very quickly whereas the leader NN weight convergence takes time due to the

selection of gain matrices.
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Figure 17. Tracking error norm with entire formation under attack.
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Figure 18. Estimation errors after attack mitigation.
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6. CONCLUSION AND FUTURE WORK

In this work, an observer for the leader and the follower are designed that effectively
estimated the state vector of the robots, and computed the torque required for tracking the
assigned leader. For the given values of control gains k; and observer gains [ where
o=(ij),and p = (1,2,...,5), the residual was found to converge asymptotically inn an
attack-free scenario provided " = 0. In the instances when the tracking error norm of an
assigned leader was non-zero, the tracking error norm of the follower was almost twice the
tracking error of the assigned leader indicating that perturbations increase from the leader
to all the followers at different levels whereas no such trend was seen for the residual signals.
The residual stayed at zero as expected for the healthy case without attacks due to known
dynamics but in the case of an actuator attack, the residual was shown to increase indicating
the presence of an attack. Once the attack was detected, a mitigation scheme was initiated
using an FLNN to learn the attack input online in order to reduce the effect of the attack

input by modifying the controller.
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Lyapunov stability analysis was used to prove that the overall closed-loop system has
amuch lower tracking and estimation error bound after the mitigation scheme is applied. Itis
important to obtain this tracking error bound as small as possible because the tracking errors
after mitigation will still propagate down the hierarchy from the leaders to the followers at
all levels. Simulation results show that the formation returns to close to normal conditions
in a short duration once the attack input has been learned and mitigated.

It is important to note that there are no attacks on the sensors, communication
network or the computation unit of the robots which may not be realistic. In addition, in
this paper, the formation dynamics are considered to be known which is stringent. Future

work will include relaxing the assumption that the sensors are attack-resilient.
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Bounds frequently used in the proofs are established here. The subscripts are

intentionally ignored to avoid repetition.

VIl < Vimax ol < Wmax 7]l < Tinax
IVl < @max N0l < @max

0,0",0™7",0,;r€ (—m, 7]

- M2
il, = —=7
m
M4
My = 7w~”M”F < M, (A-1)

Bounds for j* follower robot are given by

|9] < a{li"’l + aél‘I””l + a/élé-’l

~J 1 [\ 7 rj 1\ 1A
@l < — B+ BLI#™ | + Bl1OV1} (A-2)

where o/ = a/{ + a/é + ag, and §/ = ﬂ{ + ,8% + ,8%, with o/ and a;;, p = {1,2,3}, being

computable constants. The following functions are assumed to have Lipschitz bounds

\F1 < m O |+ 07 + gy 97| + mlla |
IF1 < k1L + P | + k5167 + k4 [57] + 1), (A-3)

where 1/ = né +r]§ +n£ +17§ and «/ = K{ +K§ + Kg +K£ +K§, with 7/, 17), for p = {2,3,4,5}

and K'si for s = {1,2,3,4,5} being computable constants.

Bounds for i’ leader robot are given by

7] < @ |7'] + @47 | + @416

P
|| < 7 {BIR + Boli'| + 55161} (A-4)
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where o' = o + @b + @} and g' = B + B, + B, with & and aj, p = {1,2,3} being

computable constants. The following functions are assumed to have Lipschitz bounds

AL < m310 ] + g |9'] + s

AR AR AR AL (A-5)

where n' = ng + ni + ng and «' = Ké + Ki + Kg, with 7/, 77;, for p = {2,3,4,5} and «. for

s ={1,2,3,4,5} being computable constants.
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Proof for Lemma 1. Let the Lyapunov function for the leader robot be given by
1 . . . . .
Vi = 5(6112 + 6’22 + d’e’32 + egz + e’sz). (B-1)

Taking the derivative of (B-1) and substituting the position and orientation (11), and the

velocity tracking error dynamics (13) gives

. . . . . . - - . e 6l + @'
Vi =€ (—k’l el +w'e, + eﬁt) + € (—k’ze’2 —w'e} +d'es +2v" sin (33) cos (Qr - L >

v die, (_E(k;e; rkiel)+ eg) + el (—kiel ) + ek (~K4ed)

. . .0 ) ) ) ) ..
R A A A 2 R R B R R R S B R | [ A B A | i i
Vi =—kie| —kye, —kyey —kyey, —kyes +ejey —kyehes +deses
. 0 + ¢ o
+2v"¢e, sin(f) cos(f" — =L 5 ) + d'éyes. (B-2)
The cross-terms can be simplified as
2 2 2
1 1 1 1
164 =
V2 V2 2 2
e, el ? .eéz .egz
deyes=-d |—=-—=| +d—+d—
2 P 2 2

i i2 i2
... .| € e .e .e
ded = d (_3 _ _5) et s ®3)
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which when back-substituted in (B-2) gives

o2 o2 o2 02 i2
Vi ==kie\”+ ; — kheh d’%+k’§ ~ Kiel k’%+d’%—k’
12 i2 i2 i . .
.e .e . e 0. + 6
i_ i iS5 LS ol sin(— r_ r
> kjes *yd > +d > +2v ezsm(z)cos(e > )
eli 62_ di 612 els : ki eg eé ’ di eé eg : (B 4)
—_— —_— _+_ —_ —_— . -
B ETANRY) B RV A7 Bl R B R AN

0L+6' e

Bounding 2v’e; sin(%) cos(f" — -5—) by Vmax|€2||€3| since | sin él <5 Veé and applying

Young’s inequality gives

1 1 [N N ) 1 1 l 1
<-Te, —The, —Tze; —T e, —Ties . (B-5)

By selecting the appropriate gains k' ,ké,k; and ki, positive F;,’s (p = 1,2,...5), are obtained.
Thus the derivative of the positive-definite Lyapunov function candidate in equation (B-1)

is negative definite. Hence the tracking errors converge to zero asymptotically. O

Proof of Lemma 2. Let the Lyapunov function for the follower robot be given by
1, 2 i2 ;2 i2 i2
Vi = E(e{ + eé + dfeé + ei + eé ). (B-6)

Taking the derivative of (B-6) and substituting the position and orientation tracking error

dynamics (12), and the velocity error dynamics (13) gives

S B R B e N A Rl 2 B L Y A | J JJ JJ
Vi = kle1 k2€2 k3e3 k4e4 k4€5 +ee, — k3eze3 + d]eze5
j
e 0+ 0,
+dle ] ] +207e sin(f) cos(0; — ]r2 7). (B-7)
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e Pl
The cross-terms are simplified in a similar manner as Lemma 1. The term 2v” eé sin(') cos(6" -

LEVTN o - o T e
9’;91) is also simplified similarly, bounding it by vJT, |e}||e5] since | sin 5| < 5 Vel. Next

Young’s Inequality is applied to (B-7) giving

. ;1) 2 ; kj+v”a +d;\ 2
ijs—(k{—a)ejl —(ké—3+“)61

1Ly i2 T ) ; 2
_E(ké_v:;ax_dj) €§ _(kéjl-_i) efl- - (kéjl-_dl) eé
j % i it i j Jr i i?
<-Ie, - e, —Gey —The, —I5es . (B-8)

By selecting the appropriate gains k! ,ké,ké and kﬁ, positive I“Ij;’s (p =1,2,...5), are obtained.
Thus the derivative of the Lyapunov in equation (B-6) is negative definite. Hence the tracking

errors converge to zero asymptotically. O

Proof for Theorem 1. The Lyapunov candidate that shows the stability of the entire forma-

tion could be given by

N
Vij = in + Z ij. (B-9)
j=1
Taking the derivative of equation (B-9) gives
.. N
Vi=V,+ Z V. (B-10)
j=1

Lemma 1 and Lemma 2 shows that by the proper selection of gains k, (0 = i,j = (1,...,N)),
(p = 1,2,...,5), the position, orientation, and velocity tracking errors for the i’ h leader and
the j followers converge to zero asymptotically. After substituting equations (B-4) and (B-8)
in equation (B-10), and stacking all the individual robot trajectory-tracking error vectors to
get the augmented trajectory-tracking-error vector, the Lyapunov derivative can be rewritten
as

Vi< Y e TRk < e Tel — Ay (D)lle” |, (B-11)
k
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where I' = diag ([",T,...,T"), and I’ = diag (1"10, Iy, ...,Fg’). Thus it can be seen that
the Lyapunov function (B-9) has a N.D. derivative. Thus the formation is shown to be

aymptotically stable when Lemmas 1 and 2 hold. This concludes the proof. O

Proof for Lemma 3. Let the Lyapunov candidate for showing the stability of the reference

cart-leader tracking error dynamics and leader state estimation error dynamics is
Vi=V.i+ Va, (B-12)

where V. is itself a Lyapunov-like positive-definite function given by (B-1), and A positive-
definite Lyapunov function candidate was considered to show the stability of the estimation

error dynamics for the leader robot. It is given by
1/ . D , ,
Ve =3 (;52 c @’2) . (B-13)

From Lemma 1, (34), (29), and bounds (A-1) and (A-5), the derivative of V. is given by

=—kie| —kye, —kyey — kjf e e5 +é e4 ki eze’3
o e o + ei
+d'eses + 20" e, sin(f) cos(f — ——) + d’e3e5 - e - d’
S A . ui
—d'ew + (ki — j)eﬁﬁ/’ + (ki - —)e‘ 3. (B-14)

Some of the cross-terms can be simplified as per (B-3). Additional cross-terms can be

simplified as

: o\ 2 ;2
NN RN KN 1 e uz
K ——k’—— = - +kl——— ki — :
(ky = )64 (ky (\/— \/—) ( o +( i)
/l é ~i 2 M i2 /,li ~i2
. - . W . W
(ki - )ez z——(kZ——4 (_\/__@) +(k;—1—j‘— (4—1—;‘7. (B-15)
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Substituting these cross-terms in (B-14),

i2 i2 '2 '2 2
Viz—kie?+ D kg a2 g2 i S g8 i
xt = 11 2 ) 2 2 €3 2 2 4%4
ei ,Lli eiz egz 22 ,ui egZ
4 i 2 i i i i 4
F o (K= D)2 ke S d S+ (K- )
2 4T i’y T e 2 2
2 roios (eg) (gr gi 64 ’ di eé eg ’
+2v" e, sin(—=) cos(8" — ——-—| -d|=-—=
2 \/— V2 V2 V2
l ez 2 é ei 2 i el ~i 2
K S) i85 Cw- “2 b _ v
\/— 5 2 4 \/— \/—
_:\2 i ~2 i ~2
i ﬂ4 w' N i Mg W
—(k N (k=24
(K, - (W \F) (K, = 225+ (K - =5

ilizliiiziké+dii21iﬂé
:—(kl—i)el—E(kz—d)ez—(l%— e Gt =

M e 0. + 6
- = (kft + u—‘.‘ - 2d’) es +2v'e L sin(= )cos(@r 4 >

(__)d(___) k( ) d(___)
Y B AR AR I N
V2 ova) f V2

i ~i2 i ~2

; w
ARy

)

— el —d'ehwl — d el (B-16)
Substituting the estimation dynamics from (35), the derivative of V;: is given by

Vgi :;Ci(fli_li;ﬁ) (f2_1’~’)+9~i(]33i—l§§i) ( l’v —fll)

( l’a) —ﬁ‘)
i i
: P2 i A2 aiei2 gimi eid i A~ M2 My 2
Vi ==0x" =Ly 5O -V - Lo+ X fi+5 f,+ 0 o250 A

m! I
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i
Ve =— B3 — 13" — 1567 - (1 + f)ﬂfz—(l;' + ?4 SR+ p
+ 0@ (B-17)

From (B-17) and (B-16), the derivative of (B-12) is

. . 1 ) 1 . AN . k£+di ) 1 . /.12
Vie_ K =2 ==kl = & g 2 A % A __1
(1 2)61 2(2 )ez (3 3 €3 3 4t i

1 i ’uil il i2 i~i2 i~i2 i 5i2 i ~i2 i ’u2 Nl
_E(k4+7—2d)65 —LXx —hLy —l@ —(l-l-—) +(k—g7
i i ~i2 i . .
; ; ; ! ; e 0.+ 6
—(lg+%)(D’z+(k2—%)WT+2v’e’zsin(E3)cos(0r— )

. .\ 2 . L\ 2 . 2\ 2 . -\ 2
F A T A N O BT
(%8 (%3] e e (%

. . ) , 2
7V L TR (N
T (vz \/E) s (w \f)

iSio_ i giici i F L~ E L G
—ei, —dey. —desw . + X i+ Hh+00

A AN PR kb + d' ,Ué 2
_ kl _ l _ (kl _dl) 1 _ - _1 l
( 1 2)61 AR € ( ) ( i )64

1 i /Jil i l~l i 7i2 2 ~i2
- = |ky+ = —2d"]e —l - 130 l+ v
2 I 2m
3k . e
- (lg + % - ?4) &+ 2 e sm( )cos(@’ 2 )

. N2 . .\ 2 . N2 . D)
(e dY fd dy [ dY (4 4
(2 z)d(f f)k(ﬁ+ﬁ)‘%ﬁ ﬁ)

. . 2 , 2
TR (N By “4 s W
e (\/E vz) s (w w)

- e v - d’eﬁ% - d"egﬂ% +3 A+ fffz + 0o
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1N 0 1N e o KE+dY\ o, 1.
S—(k’l—E)eﬁz—i(klz—d’)e’zz—(kg— - )egz—i(k;+

1 . y AR o 3
——(kg+“—f—2d’)eg2—;;z’2 S (14+

Hy i 2
E - 1) 82

YT ) e g + g
—(z;+i‘.*——4)w’ +120/ ¢l sin(2) cos(8 — )|

+ ey |I5e] + d'ley| el + d' |5 el + 17 |1l + 1711 Al + 167116 (B-18)
Using bounds (A-4) and (A-5), and applying Young’s inequality,

Ie’lllﬁ’cl+d’|€’2||W’c|+d‘|e’3IIVVZ|+I?c’||f1|+|”’||fz|+|9’||a3’|
< ley [ {7 + a5 l5 |+C¥3|9’|}+d’|€2|>< {ﬁ1|x|+,32| 1+ B30}
R N N L
+dl|€’3|><g{ﬁ’llx’l+ﬁ’2|yl|+ﬁ’3|9’|}+|x’|{n§|9’|+UZIV’I+77§|w’I}

+ |7 {K§|9~i| + K] + Kgl(f)il} +16'||&"

i i i 1, . . 1, . . N
<5 +%e’2 +%e’3 3 (i +al +28) 77+ 5 (K af +28)) 7
1 1 1
2(n3+/<3+a3+2ﬁ3+1)9’ +§(n4+/<4) 2y E 775+K5+1)a) .(B-19)

0+0

It was seen in Lemma 1 that |2v’e§ sin(e2—3) cos(0" — +5—)| < vmaxlezlle |. Substituting the

results from (B-19) in (B-18) gives

\9}

g : AN \ K +d v+ B
V’s—(kll—%—%)ellz—l(k’ d' =Vl — ﬁ’)e’f—(kg— x ﬁ)egz

1 ; ,ui 2 1 ,Ui il 2 i L i i i\ ~i2
_E(k4+ﬁ—l)e4 —§(k4+l—f—2d)e5 _(ZI_E(" +K1+a’l+2,81))7€
i L, i) =i2 i i jiZ
lz—E(K +a2+2ﬁ2) y - l3—§(n3+/<3+a3+2ﬁ3+1) 0

-(zg+2mi—§(ng+,<g+kg))vl - zg+ﬁ—§(ng+,<;+k;+1) &
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1 [N ) 1 [N [N ) 1 L ~1 L~
Vi< —Aje, —Aye, —Ases —Aje, — Ases —Qix — Qg

—QLF - Qi - Qla’. (B-20)

Thus, V; is negative definite (N.D.). Thus by proper selection of the observer and controller
gains the control velocity estimate makes the robot tracking error and the estimation error

converge to zero asymptotically. This concludes the proof. O

Proof for Lemma 4. Let the Lyapunov candidate chosen for showing the stability of the

leader-follower tracking error dynamics and estimation error dynamics be given as
VIi=V,+Vy. (B-21)

Consider the positive-definite Lyapunov function candidate for the follower robot state

estimation error given by

(12”!'2 L9 cafz) : (B-22)

| =

ij =

and let the Lyapunov function for the follower be chosen as in (B-6). From Lemma 2, (34)

and (30)

. . 1 ) . kj+d' 2 1 ; i2
vxj:_(k{__)e{ _(kg_ 3 ’)ef IR

2 2 2 3 3
1 2 1w\ 2
J 2 J J 4 J
—E(k4+$—1)€4 —§(k4+ﬁ—2d])€5
' é Ojr + 0, ) i j i o~
+ 27" sin(?) cos(0, — T) — eV —d e, - del@l.  (B-23)

Substituting the estimation error dynamics from equation (35),

Vo =L ( fit = HE™) 4 9 ( Fa - zg\i'”f) + O ( Fa- zgéj) + 5 (-zgvj - n)
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+ @& (—li@,- -~ ﬁw)

J

. i~ 22 il ) i i2 P2 g ~oi ~ i Hy_ 2
Vi, = — L% - p9m7 - 10477 - 1J57° -t/ +L"ij1+\lf’”]3~2+9jwl—ivf
j
_ﬂcajz
2 2 2 ﬂj 2 ﬂj 2
, o o . T AU U
Ve, == /LY — WY — 130/ _(I‘J*J’Z)VJ —(li+7)w’ + L™ fi + 9™ fjy
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From (B-24) and (B-23)
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Substituting bounds (A-1)-(A-3), (A-5) and applying Young’s inequality,
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. ;2 2 ;2 ;2 ;2

J J J ) J J

VI <—Ae —Ne, —Ne, —Nje, — Ases
— QI - 0l -l — ale”. (B-26)

Thus, by proper selection of observer and controller gains the control velocity estimate
makes the robot tracking error and the estimation error go to zero asymptotically. This

concludes the proof. O

Proof for Theorem 2. The Lyapunov candidate that shows the stability of the entire forma-

tion could be taken as (B-9), The derivative is, V¥ = Vi + Z;V: 1 VJ. Therefore,
.. . . . . N . . . .
V7 < = Apin A = Ain Q@MF N + 3 (= Ain AN = Ain @)
j=1
Let A = diag (AL, Al,...,AY), and Q = diag(Q',Q1,...,QM).

V< = AinW)l eV 1 = Ain QNI E 12

Vi <0

It has been shown that the healthy residual threshold for each robot in the formation is
zero. This is logical since the dynamics are known. Therefore, by the proper selection
of control gains k,,, and observer gains l,,, where (0 = (i,j),j = (1,...,N)), and (p =
1,2,...,5), the augmented tracking errors and estimation errors for the formation goes to
zero asymptotically. Alternatively, the robot tracking and estimation errors can be said to

be bounded by pé}l = 0. This concludes the proof. O
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Proof for Lemma 5. In the presence of actuator attack on the leader, the derivative of the

Lyapunov candidate used to prove stability in Lemma 3 is modified as

'i i l i i i i i i2 i ~i2 l~l l 5i2
. wi i i W
- Q' Q’w +|e4 |+|e5 ‘i"|+|v’;j|+|a)’l—;”|. (B-27)
Using Young’s inequality on the cross-terms,
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) oWt 1, wi? 5 wi’
—Q”‘ - Qo' + —¢ — + —e =T+
m! 2mt - 21 218 2m! 2m!
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2I 21
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3 4 omi 5T 9ji mi I
i 2 i 2 X
Taking p}, = W’ﬁ; + W‘I”i” , Vi < 0 if the following error bounds with an OR condition are
satisfied,
] 2222 ] 2| 22
p . 41 = i 1
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where p = (1,2, 3). Comparing these bounds with the bounds obtained previously (,021 =0),
it can be shown that the bounded actuator attack signal w; increases the error bound but, the

system stays UUB. Alternately,

i i
el > | —2— OR |I%|| 2 4| —22, (B-30)
/lmin(A ) /lmin(Q )

where A" = diag {A’f,A’z‘,Ag‘, (Afj — L) : (A’5< - #)}, and

2mk
ﬁk = diag {Q’f,Q’Z‘,Qé‘, (Qﬁ - ﬁ) , (Q’; - #)} This concludes the proof. ]

Proof for Lemma 6. In the presence of actuator attack on the follower, the derivative of the

Lyapunov candidate used to prove stability in Lemma 4 is modified as
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e
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Taking p;, = 52 + -5, V; < 0 if the following error bounds are satisfied,
J J
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\94_m \QS_E

where p = (1,2,3)
Comparing these bounds with the bounds obtained previously (p{)z) it can be shown that

the bounded actuator attack signal w; increases the error bound but, the system stays UUB.

Alternately,

j
P

/lmi n (XJ )

e > OR |[|#]| > (B-33)

This concludes the proof. O

Proof for Theorem 3. The Lyapunov candidate that shows the stability of the entire forma-
tion could be taken as (B-9), The derivative is, V¥ = V' + Zj.vz | VJ. From Lemma 5 and

Lemma 6,

VI < = 2in AN = Amin @)IE )1 + oL,

N . : .
+ 3 (=Bl I = A @I + ).
j=1

. — —i —1 — .
Let pp = /Olb2 + Z;V:lpiz, A = diag (A,A ,...,AN), and Q = diag(Q2,Q ,...,QN). The

derivative V¥ is given by

VI < = Anin(M eV 17 = Apin( QIE7 |17 + o1

Vi <0,
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if and only if the following error bounds are met for the formation tracking error and

formation estimation error.

sz_ OR ||)?ij | > Ph2

e’ > . |[—— e
/lmin(A) /lmin(Q)

=71 (B-34)
Alternately, the residual threshold under attack for each robot in the formation with an OR

condition now becomes,

- b2
el > | 2 (B-35)
/lmin(Q )
Therefore, comparing the estimation error bounds in Theorem 2 with the ones just obtained,
it is clearly evident that the error bound has increased (i.e. y2 > y; = 0). This concludes

the proof. O

Proof for Lemma 7. The Lyapunov function is taken as in (B-1) with an additional term for
the stability of the NN. Another difference to be noted is that the terms in the Lyapunov are

redistributed to help with the proof:

Vi= Vi + Vi + Vs (B-36)
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Selecting the tuning law in (49),
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(B-37)
The time derivative of the overall Lyapunov can now be written as,
Vi <= Al = Al = AT = (A = 0 — (AL By = 5l
QUL - QP Qg (@ 41 - ziml.)vfz — QL+ - %)(;)"2
) . . .
— K (||Wf|| - “;M) + ‘;‘; + 825“;’1.2 + K"sz. (B-38)
2 2 2

. ; &l g Wi . . .
Taking p), = 52 + %~ + k' =4, V' < 0 if the following error bounds are satisfied
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where p = (1,2,3). It is apparent that if the gain « is small, and if Lfm.t is large enough
(p’l')1 =0) < p23 < p;)z. Thus the error bounds obtained here are smaller compared to the

attacked case. Alternately,

I - I
—2 — OR [|&]| > e
Amin(A + BIL ) Amin(Q + BiL!

mit)

el > (B-40)
Therefore it can be said that the actuator attack in the leader has been mitigated. This

concludes the proof. O

Proof for Lemma 8. The Lyapunov function is taken as in (B-6) with an additional term for
the stability of the NN. Another difference to be noted is that the terms in the Lyapunov are

redistributed to help with the proof:

A v A J
VI = Vx{? + V% + Vine (B-41)

J o1 1572 4 &% + LagwiT pi~ i
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The time derivative of the overall Lyapunov can now be written as
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R j
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where p = (1,2,3) are satisfied. It is apparent that if the gain «; is not very large, and if the
NN reconstruction errors are negligible, (p;jp1 = 0) < p{ﬁ < p{)z. Thus the error bounds

obtained here are smaller compared to (B-32) and the actuator attack has been mitigated.

This concludes the proof. O
Proof for Theorem 4.

Before proceeding with the proof the augmented vectors are eg = [eé,Tell,T el .

ei.j = [eiTeiT e ?’T]T, ~§,j = [XZT)Z;T e )ZIJJVT]T where )Z;', =[x, 4,6]" and

H o o =V oV LV = 0@ @) .. o@ T
the augmented matrices M7 = diag (Mi,ﬁl,. . .,MN), Ly = diag (L LY. ... LN.),

B = diag (B',B',...,BN), F/ = diag (F',F',...,FN), Wi = diag (W, W',...,W") and
Wi = diag (Wi,Wl,. . .,WN), and scalar gain « = min («/,k',...,&V). Let |[W¥|| < W;‘fl

The augmented NN tuning law is now given by
L R o
WY = —F"¢" (V + ecj) M —kFYWY (B-45)

The Lyapunov function candidate to prove the stability of the formation after applying the

attack mitigation scheme is given by
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VI = Vg Vg +| D Vg + Vg [+ Vi

Jj=1

N
Viy = 5o { WP (B-46)

where the term V;\{N is considered to show the stability of the augmented NN estimation

error W'/, The derivative of the Lyapunov function can be simplified and obtained as

. I—ij=1 i -
VY == Qyllef 1> = (Qc + Lt — EMU e II* = Tpll%) 117
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i1 s
Taking pp3 = 5llesl* 1M YO+ TkW,/", the following error bounds are obtained

el || > B8 OR [&/] > BB _ gy (B48)
/1min (A + BLmit) /lmin (Q + BLmit)

and the NN weights are also bounded with an OR condition as

W] > W” \/IISbII Iz ||+— ” (B-49)

The matrix L,,;; can be used to decrease the error bounds. Also, the bound can be reduced
by decreasing k. Thus by proper selection of F", x and L, it can be ensured that
v1 < ¥3 < y2. Thus the actuator attack on the formation has been mitigated. This

concludes the proof. O
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ABSTRACT

In this paper, the effects of smart attacks on a nonholonomic robot formation
is studied by using dynamic backstepping based tracking controllers for achieving their
formation objectives by relaxing the assumption that sensors are attack resilient. It is shown
that residual based method is ineffective when a signal is injected in the sensors that modifies
the residual in the presence of an actuator attack. Next an auxiliary system consisting of an
observer for each robot, which is not known to the adversary, is introduced to detect covert
attacks. Simulation results verify theoretical results.

Keywords: Attack detection, attack estimation, Lyapunov stability, formation control,

distributed control, security, autonomous systems, nonholonomic system, nonlinear control

1. INTRODUCTION

The need for formation control arises from the necessity of controlling multiple
robots to accomplish objectives such as mining, space interferometry [29], patrolling,

search and rescue [21], mapping, environmental monitoring [24], and so on. It may be
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possible to employ a single robot to accomplish the task at hand, but a single robot will be
more bulky and expensive. Also, the single robot will have a higher mission time which will
translate to a higher mission cost [6]. Moreover, if the single robot fails the entire mission
fails. The single robot cannot make use of distributed data collection schemes to improve
system accuracy. It is hard to adapt this single robot for different applications/scenarios.
Therefore, a group of cheaper, agile robots is preferred over a single expensive and heavier
robot.

Examples of formation controllers in the literature include behavior-based methods
[1][2], virtual structure approach, consensus approach [28], neighbor and center reference,
and leader-follower strategy [31][9][4]. In behavior-based methods, each robot behaves
a certain way in response to its environment. The environment could be obstacles, goal
points, or other robots. In virtual structure approach, all robots maintain a formation by
positioning themselves at different points of a virtual structure. Consensus requires all
robots to exchange individual position information with their neighbors and come to an
agreement on the final position, which will be a weighted average of the initial position.
In the leader-follower strategy, a few of the robots take on the role of leader while the rest
take on the role of follower. The objective of the leaders is to follow a reference trajectory,
while the goal of the follower is to maintain a fixed distance from the leader while avoiding
obstacles. One of the strategies by which a follower tracks its leader is the separation-
bearing-based formation control [9]. The current work just like the previous paper will be
focusing on this formation strategy.

The literature on types of attacks on the formation and the necessity of security will
be reviewed first before introducing the literature for separation-bearing-based formation
control in which a dynamic robot model that captures the nonholonomy and nonlinear
properties of a car-like vehicle will be considered. Adversarial inputs can affect sensors,
actuators, or the communication links. The actuator/sensor attacks can be fault data injection

(FDI) [22], replay [23], and others. The attacks on the communication links include
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blackhole, packet loss, time delay, denial of service (DOS) and others. Past literature
presents designing a secure controller in the presence of the aforementioned attacks (e.g.,
[22][23][25][26][19][13]).

Next, the following threats on automated vehicles are reported. In [5], possible
attacks and attack surfaces are introduced. In [27], methods by which self-driving and
cooperative self-driving vehicles could be affected by cyberattacks is highlighted contrasting
the security and privacy measures for self-driving and cooperative self-driving vehicles. In
[16], it is shown how one attacked vehicle can effect the efficiency of the entire platoon
when employing cooperative adaptive cruise control (CACC). The paper [33] shows how
an adversary could manipulate the data being transmitted from an attacked vehicle to its
following vehicle and how this could lead to a crash. This effort also discusses possible
attack detection and attack mitigation strategies.

In [34], decision trees are used to detect attacks, and the authors in [12] use a
dynamic monitor to collect information at different time instants to detect attacks. The
effort in [3] uses trajectory planning to guarantee that the robots are resilient to attacks.
Before getting into the separation-bearing formation control literature, a brief review on the
controller development for an individual robot is presented next.

The papers [18] and [35] are concerned about trajectory-tracking controllers de-
signed for WMR considering the kinematic models and assuming perfect velocity tracking.
In [14], a dynamic backstepping-based position and velocity controller was developed by
including the robot dynamic model. Torque control was designed, removing the perfect
velocity tracking assumption. The authors of [15] took the idea further by considering
the robot dynamic model to be unknown. For the purpose of learning the robot dynam-
ics online, an artificial neural network was employed. The paper [7] came up with the
separation-bearing and separation-separation-bearing techniques considering the kinematic

WMR model.
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The separation-bearing technique is employed when every follower robot is localiz-
ing itself with respect to its leader robot while the separation-separation-bearing technique
is considered when a follower robot is localizing itself with respect to two leader robots. In
[9], the dynamic backstepping controller of [14] was extended to the leader-follower case
by employing the separation-bearing techniques developed in [7]. This framework was
extended to case when the dynamics of the leader and the follower were unknown [10] and
state vector of the leader-follower was not measurable [11].

A neural network (NN) based robust integral of the sign of the error (RISE) feedback
was developed in [10] for the purpose of learning the unmodeled dynamics while making
sure the formation errors go to zero asymptotically. In [11], two NNs are used where
one NN is used to estimate the robot’s angular and linear velocities while the other NN is
used to estimate the unknown robot dynamics online. The paper [8] discusses near-optimal
adaptive controllers for the leader-follower formation. Though dynamics of the robots are
considered in each robot, the formation is susceptible to attacks.

In paper 1, under the assumption that all the dynamics were known, communication
networks and the sensors were resilient to attacks, the attack detection and mitigation scheme
was proposed to protect the leader and follower robots from attacks on the actuator and/or
the signals sent from the CPU of the robot to the actuators. The latter could occur in the
case of a malware onboard the robot CPU [5]. This attack-resilient framework was built for
nonlinear, nonholonomic leader-follower formation on top of the system designed in [9].

In this work, the sensor resiliency assumption is relaxed and actuators and sensors
of the robot can be compromised at the same time. The special case when all the sensors
and actuators have been compromised by the attacker is considered. A smart adversary can
attack the actuators while simultaneously modifying the sensor data so as to stay undetected
[32]. In this paper, the authors are interested in designing a detection scheme if such a
covert attack were to occur. The literature provides various techniques where one could

detect a covert attack. One approach could be to add an authentication signal [23] to the
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system control torque. This authenticating signal could be a zero mean Gaussian random
signal generated using a random seed not known to the adversary. Another method is to
extend the system dynamics by a switched auxiliary system [30] and then detect the attack
using the residual generated by the switched auxiliary system. Here the switching sequence
is assumed to be unknown to the adversary. Yet another approach is moving target defense
(MTD) [17]. The MTD introduces statistical time-varying modifications to the system
dynamics, thus making it hard for the adversary to have perfect knowledge of the system
and to appropriate it. For more information refer to [17].

In Section 2, the residual-based attack detection and mitigation scheme for the
nonholonomic robot formation as discussed in paper 1 is briefly discussed. In Section 3 it
is shown that in presence of a covert attack the residual-based attack detection scheme can
no longer be used for detecting adversarial attacks. In Section 4 the robot dynamics are
extended by the use of an auxiliary system. Since the robot mechanics are affected by the
actuator attacks an auxiliary system that is similarly affected is designed. This work also
assumes that the adversary has no knowledge of the auxiliary system and so will not be
able to appropriate it. A covert attack detection scheme is designed based on the residual
generated by the auxiliary system. Section 5 provides simulation to verify the claims made
in this work and discusses the results. Section 6 gives the conclusion and a brief of the work

to be carried out in the future.

2. PROBLEM FORMULATION

The dynamics of the formation control and the assumptions made in the previous

paper hold. In addition, the following assumptions are needed in order to proceed.

Assumption 1. The communication links of the robots do not experience attacks. Attacks
only take place on the robot actuators, control signals received by the actuator, and sensors,

or on the measurement signals transmitted by the sensors.
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Assumption 2. The covert attack happens after the formation is converged.

The observer-based attack detection and mitigation scheme implemented in the
previous paper will be discussed to provide a continuity. The reader is advised to refer to
the previous paper to gain an insight into the robot dynamics and the trajectory-tracking-
based backstepping control scheme. With some abuse of notation the robot dynamics can

be written in a compact form as

)'Ci :fi(xi) +Bi,i\_i,
=y y") + B/#,

y* =xk, (1)

where x¥ is the state vector of a robot, with k = i when the robot is a leader and k = Jj
when the robot is a follower. The vector x' = [;(i yi 0" vi W' ]T, where x' is the position of
the leader robot in the X global coordinate, 4’ is the position of the leader robot in the Y
global coordinate, &' is the orientation of the leader robot with respect to the X axis, V' is
the linear velocity of the leader robot, and «' is the angular velocity of the leader robot. The
vector x/ = [L™ W 67 v/ w ]T, where L™ is the separation between the jth robot and its
assigned leader 7, W™/ is the bearing of the jth robot from its assigned leader , and 6/, v/
and «w’ are defined for the follower as ', v¢, and w' was defined for the leader. The vector

—k T. . —k . .
V = [vk wk] is the robot velocity vector and V' is the acceleration vector.

The robot output vector is given by y*, control matrix is given by B* = k| and
M

7k is the torque designed by using the observer state vector and tasked with the objective
of making a robot track its assigned leader n (the virtual cart in case of the leader). The
functions f/(x’) and f/(y/,y™) capture the kinematics and dynamics of the leader and

follower robot, respectively. Note that in the previous paper f/ was a function of the robot
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state vector x/ and the assigned leader state vector x™ (i.e. f/(x/,x™)). As the separation-
bearing dynamics depends highly on the sensor information and since in this paper the
effect of attack on the sensors is investigated, function has been rewritten as f/(y/, y7).

The observer dynamics are given by

)/C'\i :fi()fei) +Bi7f;i —Liyi,
=3,y + B'# - L5,

§r =%k, )

where £¥ is the estimate of the state vector x¥, $* is the estimated output vector,

Lk = diag{lk,lé‘,lé‘,lf,lsk} > 0, is a user defined gain matrix, and

=55t (3)

is the residual. In the previous paper, the residual was defined as ¥ as the state vector of
the robot was measured perfectly. Here it is assumed that the state vector measurement can
be corrupted by attacks and so for the purpose of analysis the residual is taken as 7*. & will
be referred to as the state estimation error to avoid confusion. In the presence of an actuator

attack, the robot dynamics change to

i =f/(x') + B'# + B'W,
& =fi(y,y") + BI#) + Biwd,

y& =xk, (4)

where w* is assumed to be a smooth and bounded attack signal (i.e., |[wX|| < w’g ).

The estimation error dynamics are given by

X6 =1 - & &)
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which can be further simplified for the leader and follower robot as
# =fi(&) ~ L'§ — B'w,

¥ =5,y = LY - BIw, (©6)

Here fi(x)) = fi(&)) — fi(x), and f7(57,y") = fi($/,y") = fi(y/,y™). Since there is no
sensor attack #¥ = jX. Therefore, equation (6) can also be given by
¥ =G - L'y - B'w,

¥ =F Ly - L5 - Blw, ™)

In the previous paper it was proven that in the absence of an actuator attack the robot’s
residual and the trajectory-tracking errors converged to zero asymptotically. When there
was an attack on the actuators it was noticed that the trajectory-tracking errors and residual
though uniformly ultimately bounded (UUB) increased under the assumtion that the attack
was not intended to put the formation out of commission. This fact was used to detect an
attack by comparing the residual against a threshold. Upon detection, a mitigation scheme
was designed so as to use the residual and tracking error estimate to tune an NN. The NN
learned the actuator attack signal online and compensate it effectively. Due to the NN
reconstruction error, the residual was proven to be UUB. By selecting proper gains, the
trajectory-tracking error bounds and the residual bounds after the mitigation were proven to
be smaller than the case of an attack but higher than the healthy case.

The following section describes covert attacks and invalidates the attack detection
and mitigation scheme designed in Paper I for detecting such attacks. The robot dynamics

under the effect of a generic actuator and sensor attack are given by
X' =f(x") + B't' + B'w',
& =fI(y),y") + B/t + BIw/,

yk =xF + vcll‘, (8)
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k

where w* is assumed to be a bounded actuator attack signal. i.e.||w*| < w’lj and v is

a sensor attack signal designed by a smart attacker which is also assumed to be bounded
VK| < v’lj. The observer dynamics stay the same as it is not directly affected by the attack.

On the other hand, the residual changes as

yk _ 9]( k )?k k 9)

and the residual dynamics are now given as

¥ =@ - LG - Bw -,

¥ =P - Uy~ BIw -, (10)
If the adversary injects attacks at random in the actuators and sensors, it can be shown
from the previous paper and by using equation (10) that the attacks can still be detected.
But since the sensor data is not reliable, the mitigation discussed in the previous paper is
not applicable. In this paper, a mitigation scheme for sensor and actuator attacks that were
injected at random on the robot formation is not discussed. Instead the focus will be towards

designing a covert attack detector.

3. COVERT ATTACK

In this section, a covert attack from the perspective of the adversary is designed.
Here the attack will be designed such that even though the robot is not following its assigned
leader, the residual will stay small thus avoiding being detected. The following assumption

is made with respect to the adversary.

Assumption 3. The adversary knows the robot system dynamics and the robot control
torque. Additionally, the adversary can modify all the sensor measurements, and inject

actuator attacks.
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Since the adversary knows the system dynamics, the adversary could construct false
data in a smart way and inject it in the sensors. One possible way is to construct a virtual
dynamical system [21] and replace the robot sensor readings with the output of this virtual

system. The virtual system could have the a model of the robot dynamics

xi)irt :fl(x:/irt) + Bl%l’
Y O A JjpJ
Xvirt =f (yvirt’y )+ Bt
k  __ k
Yirt =Xvire (11)

k

where xX. is the state of the virtual system and yX. is the output of the virtual system.
virt virt

Based on (11), the sensor attack can be designed as
vk = xk — xk, (12)

When this attack is injected at the output of the kth robot, it changes the robot output to

reflect the output of the virtual system as
v =x, (13)

The residual of the robot is affected as well. In the presence of smart sensor attack, the

residual for the robot now becomes the residual of the virtual dynamical system with respect

k

pipg)- 1-€.

to the observer (denoted by y

= T (14)
It has been shown in Paper I Theorem 2 that the residual of the robot in the attack-free
scenario approaches zero asymptotically. Since the virtual system itself doesn’t have an

attack, by Theorem 2 the residual generated by the attack appropriated observer will become
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zero and so it is not possible to detect the attack. The robot thus is unaware that it is under
any attack. As discussed in Section 1, a covert attack can be detected by adding an auxiliary

system to every robot in the formation thus extending the robot dynamics.

4. COVERT ATTACK DETECTION

Before proceeding, a couple of supporting assumptions are stated.

Assumption 4. The auxiliary system dynamics do not affect the robot dynamics.

Assumption 5. The auxiliary system dynamics and measurements are unknown to the

adversary.

4.1. AUXILIARY SYSTEM DESIGN

Since the attacks are aimed at misguiding the robot from its tracking objective, the
attack will introduce unwanted accelerations to the robot and possibly to the formation. If
the auxiliary system can capture these accelerations, it may be possible to detect an attack.
Each wheeled mobile robot (WMR) has a linear acceleration v and an angular acceleration
w (Note that the robot indices will not be mentioned throughout this section as the auxiliary
system design is exactly the same for the leader and the follower). A linear spring-mass-
damper (LSMD) can be placed on the robot chassis such that it oscillates in the direction of
the robots linear motion. This will ensure that whenever the robot accelerates linearly, the
LSMD’s oscillations are effected. Additionally, a torsional spring-mass-damper (TSMD)
can be placed on the robot’s axis of rotation. This TSMD’s oscillations will be affected by
the angular accelerations on the system in the same manner. Together, the LSMD and the
TSMD capture the effect of accelerations on the robot dynamics and can therefore be used

as an auxiliary system of the robot.
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The auxiliary system dynamics are now given by

Misyp 0 | brsup 0 | kpsup 0
ZAux = — ZAux — ZAux

0 Jrsmp 0 brsmp 0 krsmp

Misup 0 |~
+ V, (15)
0 Jrsmp

where Mgy p is the mass, bysyp is the damping coefficient and ky gy p is the spring
constant of the LSMD, Jrsyp is the moment of inertia about the axis of rotation, brsyp
is the damping coeflicient and krsyp is the spring constant of the TSMD. The vector
ZAux = [ZLsMD ZTSMD]T, where z7syp is the position of the LSMD with respect to a fixed
support and zrsyp is the orientation of the TSMD with respect to an initial orientation.
The robot acceleration vector V was defined earlier in equation (1). Equation (15) can be

further simplified as

— 1 —
MAM)CZ = _BAuxZ. - KAuxZ + MAuxM (_F(V) +7+ W) ) (16)
. MLSMD 0 bLSMD 0
with My, = , Baux = )
0 JTSMD 0 bTSMD

kLSMD O . .. . .
Kaux = . Taking zaux = Z1Aux and Zaux = Z1Aux = Z24ux. €quation (16)

0  krsmp
gives the state-space model in the Brunovsky canonical form

21 Aux =22Aux

. - - —1( == A
DAux = — MA;xBAuxZZAux - MAlixKAule +M (_F(V) +7+ W) . (17)
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Equation (17) is finally written in a compact form as

. 1 - — A
ZAux :HAuxZAux + GAuxM (_F(V) +7T+ W)a

YAux :ZAux’ (18)

where Za,x = [Z1Aux ZzAux]T, is the state vector of the auxiliary system, Yy, is the output

0 1
vector of the auxiliary system, Hy,, = , is the state transition
_M;;XKAMX _M;;XBAMX
. IR 5] 02X2 . . . 1
matrix of the auxiliary system and G4, = , is the input matrix of the auxiliary
Dxo

system with respect to the acceleration of the robot. Equations (16)-(18) all show the effect
of the robot dynamics on the auxiliary system dynamics which also includes the affect of
the attack signal. If an observer is built for the auxiliary system then it could be possible to
detect the attack using the residual formed by comparing the output vector of the observer

and the output vector of the auxiliary system.

4.2. AUXILIARY SYSTEM TRACKING CONTROLLER DESIGN

The Auxiliary System is given a tracking objective just like the robot it is on. The
auxiliary system could also have a regulation objective but this will not be considered here.
The auxiliary system will be made to track an ideal oscillating spring-mass reference system
without any damping. The dynamics of the reference system are given by
ZI‘

7" =H"

Aux Aux“Aux’
r o _r
YAux _ZAux’ (19)
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. T, .
with Z, =~ = [z{ Aux o Aux] being the state vector of the reference system,
0 I
qu .= , is the state transition matrix with M ;;u . and K zu . defined just
-M; K0
Aux Aux

like the auxiliary system. The auxiliary system with the tracking controller is given by

B — 1, == 2~
ZAux :HAuxZAux + GAuxM (_F(V) +7+ W) + GAuxUAuxa

Yaux =Z pux; (20)
where the tracking control Uy, is given by

-1 -1 . .
Unux = MAMXKAuxZIAux + MAMXBAuxZZAux + ZSAux + AAuxeAux + Ky Aux Aux - (21)

Here

,
CAux = L ayx — Z1Auxs (22)

where ey, is the position tracking error between the reference system and the auxiliary

system

€Aux = ZSAux — 22Auxs (23)

where ég4,, is the velocity tracking error between the reference system and the auxiliary

system, and

Faux = €Aux + NAux€Aux, (24)

where rg,, is the filtered tracking error [20], A4,x and K, 4,y are user-defined positive-

definite gains. From equations (19)-(24), the derivative of 74, can be given by

—_—1{ ——
Faux = =Ky puxTaux — M (_F(V) +7+ W) . (25)
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It can be proven that in the absence of attacks on the robot, the auxiliary system tracks its
reference robot. However, in the presence of an actuator attack on the robot, the auxiliary
system is not able to faithfully accomplish its tracking objective. The auxiliary system
tracking-control stability along with the auxiliary system estimation stability will be shown

in Theorem 1 in the next subsection.

4.3. AUXILIARY SYSTEM OBSERVER DESIGN

The observer designed for the auxiliary system estimates the state vector of the
auxiliary system in the absence of an attack on the robot i.e. the residual of the auxiliary
system will converge to zero asymptotically. But in the event of an attack on the robot, the
residual of the auxiliary system will be non-zero. Next, an observer will be designed and it
is shown that in the attack-free case the auxiliary system residual converges to zero. It will
also be shown in the coming theorem that this threshold can be used for detecting a covert

attack. The observer dynamics for the auxiliary system are given by

A N — ] == N _ -
ZAux :HAuxZAux + GAuxM (_F(V) + T) + GAuxUAux - LAuxZAux,

?Aux :ZAux, (26)

where Zaux = Zaux — Zauxs Laux is the user designed positive-definite gain matrix. The

estimate of the friction vector is ﬁ(\L/) (see Paper I). The Z Aux dynamics are
2 — ~ —1 — N
ZAux = (HAux - LAux)ZAux + GAuxM (_ (F(V) - F(V)) - W) . (27)

By substituting M_](F(\L/) -F(V) =N (ﬁ), (from Paper I) and Haux — Laux = Haux,

equation (27) can be written as

ZAux = 7_{AuxZAux + GAux (_N(ﬁ) - M_lw) . (28)
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Remark 1. The term N(V) converges to zero in the attack-free scenario by Paper I Theorem

2.

By suitably choosing the gain L 4ux it can be shown that in the absence of any attack

the auxiliary residual converges to zero. This is not the case in the presence of an attack.

Remark 2. Since the attack takes place after the robot formation has achieved its desired

configuration (Assumption 2), when the desired formation is achieved, \_/ =-F(V)+ T=0.

Theorem 1. The auxiliary system designed as per (20) placed onboard the nonholonomic
mobile robot with dynamics given by (1), tracking a reference system (19) by using the control
law in (21), can be used to detect a covert attack taking place on the robot by designing
an observer for the auxiliary system and monitoring any deviations in the auxiliary system

residual.

Proof. Let the Lyapunov candidate function for finding out the detection threshold be given
by

- - 1
Vaur = Z4 PauxZaux + Er,i,xmux, (29)

where P is a positive definite symmetric matrix. It can be seen that this function is
monotonically increasing and is zero only at Z4,, = 0 and r4,, = 0. For finding the
detection threshold it can be assumed that the system is attack-free. Therefore equations

(25) and (28) simplify to obtain

Faux = =Ky Auxt Auxs (30)

and

ZAux = 7‘[AuxZAuxa (31)

respectively (see Remarks 1 and 2). The derivative of equation (29) is given by

Aux

VAux = Zgux (HT Paux + PAuxH) ZAux - r};uxKvAuxrAux- (32)
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Taking Q 4, > 0 such that
WXMXPAMX + PAuxq-{ = —Q Auxs (33)
the equation (32) can be simplified as

VAux = _Z[TguxQAuxZAux - rz;uxKvAuxrAux- (34)

From equation (34) it can be seen that the time derivative of the Lyapunov candidate in
(29) is negative definite. Therefore the auxiliary system filter tracking error converges to
zero, implying that the auxiliary system tracks the auxiliary reference system. Additionally
the auxiliary system residual converges to zero. Conversely, in the presence of attack the
derivative of the Lyapunov candidate after substituting the dynamics from equation (25),

(28) and using the result (33) is given by

. - ~ .=~ —1 \T ~
Vaux = — ZguxQAuxZAux + (_N(V) -M W) GguxPAuxZAux
L= — 1 == =
+ Goau (-NOV) =M 'w) =] Konwrawe =, M (-F(V) +7 4 w)
~ 2
< = Apin (QAux) ||ZAux|| +2 (/Jmax

Tp + Wp
ol 35)

= —1
VH + 2#3 + Wb) HGM H /lmax (PAux) ”ZAux”

2
- KvAux ||I’|| +

In the case of the covert attack, the Remark 2 no longer holds. Instead the robot dynamics
now have a new equilibrium given by V =-F(V)+ T +w = 0. Since the robot is unaware
of the attack, the torque before the attack and after the attack stays the same and is therefore
bounded. The friction term F(V) can be expected to vary slightly. But the overall term
~F(V) + 7 is assumed to be bounded by 7, > 0. In the presence of an actuator attack the

robot estimation and tracking error are bounded (Paper I Theorem 3). The velocity tracking

error is bounded by /# = ﬁb. After substituting the bounds (See Appendix)
min\5=4,525 _M_b
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and completing the squares

=~ 2
ﬁmax(PAux) (l-lmava + 2/-13 + Wb)

/lmin(QAux)Mb

VAux < — Apin (QAMX) ||ZA’”|| -

2
Tp + Wp

— /1 . K —
mm( vAux) (”r” Z/lmin (KvAux) Mb)

= 2
/1r2nax(PAux) (/Jmava + 2/13 + Wb) (Tb + Wb)2
+ + (36)
Amin(QAux)Mg 4/lmin (KvAux) Ml%

=~ 2
/l}%wx(PAux) (,umava +2u3 + Wb) (Tb + Wb)2

+
/lmin(QAux)/lmin (KvAux) MZ 4/1311'” (KvAux) M;%
Tp +Wp
+
2 Amin (KvAux) My

VAux <0 = ||}"|| =

OR

/lmax(PAux) (,umax‘_/b +2u3 + Wb)

llzll =
Amin(QAux)Mb

= 2
/l%mx(PAux) (ﬂmava + 2/13 + Wb) (Tb + Wb)2
. ; NG
Ai,in(QAux)Mg 4/1mln (KvAux) /lmin(QAux)M[z

Hence it can be seen that in the presence of attack the auxiliary system residual and auxiliary
system tracking error are bounded but converge to zero in the case of a covert attack. This

fact can be used to detect the covert attack. This concludes the proof. O
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5. RESULTS AND DISCUSSION

For the purpose of simulation, the right-wing formation considered in Paper I,
consisting of a leader robot i and two follower robots j = {1,2} is taken as per Figure
1. The robots parameters just like in Paper I are chosen as [9] with mass of the robot
m = Skg, moment of inertia of the robot I = 3 kgm?, perpendicular distance of the wheels
from the center of mass R = 0.175m, robot wheel radius r = 0.08m, distance from the
robot’s center of mass to the robot’s rear axle d = 0.4m, linear coefficient of static friction
u1 = 0.2, linear coeflicient of dynamic friction u, = 0.2, angular coefficient of static

friction u3 = 0.2, angular coefficient of dynamic friction us = 0.2, the transformed robot
— m 0 _ U1 signv + upv

mass matrix M = , the friction matrix F = . The control gains
0 1 U3 signw + paw

are selected as k; = 3, ko =2, k3 = 2 and k4 = 2. The observer gains are selected as /; = 1,
lhb=1,13 =1, 14 =3 and /5 = 3. Note that the subscripts have been removed wherever the

values for the leader and follower robots are identical. The reference cart linear velocity is

0.15 10<r<25

given by v" = 0.8 and the angular velocity is given by w" = { -0.15 40 <t <55.

0 otherwise

The mass, damping coefficient, and the spring constant of the LSMD is mysyp =
0.2kg, brsyp = 0.01kg, and krsyp = 0.2, respectively. The moment of inertia, damping
coeflicient, and the torsional spring constant of the TSMD is Jrsyp = 0.2kg m2, brsyp =
0.01, and krspyp = 0.2, respectively. The reference auxiliary system has the same mass,
inertia, spring constant and torsional spring constant as the auxiliary system but it has a zero

damping coefficient. The actuator attacks performed by the attacker on the robot formation

- 105 0.5
are given by w' = 90s <t <92s,and w' = 80s < t < 82s. The sensor

0.5 -0.5

attack on the robot takes place on the leader i from ¢ > 90s, while the sensor attack on the

follower 1 takes place from ¢ > 80s
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Figure 1. Leader-follower formation under covert attack.

5.1. ATTACK-FREE SCENARIO

Figures 2, 3, and 4 are the figures of the same attack-free case as presented in Paper
I with Figures 5 and 6 additionally showing the auxiliary system tracking errors and the
auxiliary system residual, respectively. Figure 5 shows the response of the auxiliary system
when the robot it is on accelerates or decelerates. The spikes show how the accelerations
hinder the tracking objective of the auxiliary system. Since the auxiliary system observer
also has a similar response to accelerations, the auxiliary residual is unaffected and stays at

Zero once it converges.
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Figure 2. Attack-free formation trajectories.
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Figure 3. Attack-free tracking errors.
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Figure 5. Attack-free auxiliary system tracking errors.
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Figure 6. Attack-free auxiliary system residual.

5.2. COVERT ATTACK CASE 1

89

Similar to Paper I, here at + = 90 an attack occurs on the leader robot i whereas

the attack magnitude is smaller compared to that in Paper I but the effect is significant.

In the case of an actuator attack, the robot backstepping control law keeps the robot from

deviating significantly from its trajectory. As seen in Figure 7, an actuator attack applied for

a duration of 2s can change the direction of the formation permanently. Figure 8 shows the

tracking error increasing in the leader as it no longer tracks the reference cart. The follower

1 is unaware of the attack on it’s leader so it tries to reduce the sudden increase in tracking

error. Figure 9 shows the actual robot residual keeps increasing but due to the covert attack,

the leader i only observes the attack residual shown in Figure 10. Figure 11 shows how

the auxiliary system residual can detect the covert attack while the observer-based residual

method designed in Paper I fails.
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Figure 7. Formation trajectories with leader under attack.
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Figure 8. Tracking error norm with leader under attack.
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Figure 9. Actual estimation error norm with leader under attack.
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Figure 10. Falsified estimation error norm with leader under attack.
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Figure 11. Leader attacked auxiliary system residual.

5.3. COVERT ATTACK CASE 2

An attack occurs on the Follower 1 at ¢t = 80s. Similar to leader i, a 25 actuator
attack causes the follower robot 1 to deviate from its trajectory significantly as observed in
Figure 12. The follower 2 unaware that it’s follower 1 is changing trajectory because of an
attack follows suit. The deviation in trajectory causes the follower to be ahead of its desired
separation-bearing. This is noticeable in the follower 2 tracking error in Figure 13. Even
though the actual residual is increasing as per Figure 14, the follower 1 is only aware of
the residual in Figure 15. The auxiliary residual shows the presence of an attack as seen in

Figure 16.

6. CONCLUSION AND FUTURE WORK

In this paper, a covert attack detection scheme is presented. It was shown that when
there is no attack mitigation scheme, then a covert attack over finite time actuator attack can

change the formation trajectories permanently. Since the output residual fails to detect such
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Figure 12. Formation trajectories with follower 1 under attack.
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Figure 13. Tracking error norm with follower 1 under attack.
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Figure 14. Estimation errors with follower 1 under attack.
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Figure 15. Actual estimation error norm with follower 1 under attack.
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Figure 16. Follower 1 auxiliary system residual under attack.

attacks, an auxiliary system introduced detects the attack and its residual is modified in the
presence of the actuator attack. From Paper I Theorem 3, it is evident that in the presence
of an actuator attack the estimation and tracking errors increase. If the sensors on the robot
are reliable then the robot becomes aware of this attack and it can correct its course. Even
if there is no mitigation, the errors stay bounded because of the backstepping-based control
law. In Theorem 1, it was shown that in the case of a covert attack the robot never realises
it is under attack due to spurious sensor data and so it can not take any corrective measures.

Thus, the robot estimation error keeps increasing as the backstepping-based control
law no longer stabilizes the actual robot but the virtual robot. Future work will deal with
making the auxiliary system have statistical time varying properties so that even if the
attacker is able to gain access to the auxiliary system model, input, and measurements, they

can still be detected.
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APPENDIX

BOUNDS

To begin with, some bounds which are used in the proofs are established here. The subscripts

are intentionally ignored to avoid repetition.

V< Vmar 0l < O N7 < Tona
)] < amax Ol < e
6,0",0™" 0" e (~m, 7
IEVI < tonac VI + 235 tmax = Amar(2, 1)
VIl <V,

IMIlF < M, (A-1)
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SECTION

2. CONCLUSIONS AND FUTURE WORK

In this thesis, a suite of detection and mitigation schemes were developed for mobile
robot formation control in the presence of an adversary. In Paper I, an observer for the leader
and the follower robots was designed that effectively estimated the state vector of the robots,
and computed the torque required for tracking the assigned leader. By properly selecting
the control gains k;,’ and observer gains l;; where 0 = (i,j), and p = (1,2,...,5), it was
demonstrated that in an attack-free scenario, the residual would converge asymptotically
provided the reference-cart angular velocity «" = 0. During an actuator attack, it was
noticed that the residual was non-zero but bounded provided the attack magnitude is finite.
Boundedness of the residual in the presence of an attack is utilized for detection. Upon
detection, a mitigation scheme was initiated using an FLNN to learn the attack input online
in order to reduce its effect by modifying the controller.

On the other hand, in Paper II, a covert attack detection scheme was presented. The
goal of this scheme was to detect attack on sensors and actuators in a leader/follower robot
formation. It was shown that the residual-based attack detection-scheme designed in Paper
I was not able to detect these covert attacks. An auxiliary system unknown to the adversary
was affected by the attack on the robot. A residual-based detection scheme was then built

on this auxiliary system to successfully detect covert attacks.
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2.1. CONCLUSION

It was observed in Paper I that the tracking error norm of the follower was almost
twice the tracking error of its assigned leader indicating that a change in the leader’s
trajectory increase from the leader to its follower and to other levels. In other words,
the adversary could slightly destabilize a robot higher-up in the formation and cause high
instability to the followers at the end of the formation. The residual of a follower robot
however was unaffected by an actuator attack on its leader robot; and stayed at zero as
expected since the dynamics were known to the controller. The residual-based approach
was successfully able to detect actuator based attacks; the mitigation scheme reduced the
robot tracking error and residual to near healthy bounds on both the leader and the follower.
Simulation results demonstrated that the formation returned close to normal conditions in
a short duration once the attack input was learned and corrected for.

It was observed in Paper II that when the residual detection scheme fails, then a
covert attack consisting of a finite time actuator attack can change the formation trajectories
permanently. From Paper I Theorem 3, it is evident that in the presence of an actuator
attack, the estimation and tracking errors increase. If the sensors on the robot are reliable
then the robot can be aware of this attack and it can correct its course. Even if there is no
mitigation, the errors stay bounded because of the backstepping-based control law. In Paper
IT Theorem 1, it was shown that in the case of a covert attack, the robot cannot take any
corrective measures as it is unaware of the attack. Thus, the robot estimation error keeps
increasing as the backstepping-based control law no longer stabilizes the formation. On the
other hand, defining an auxiliary system and making it sensitive can help detect the type of

attacks.
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2.2. FUTURE WORK

One aspect of future work is to design a mitigation scheme when a few of the sensors
of the formation robots are attacked by the adversary. In addition, the assumptions made that
the communication links are resilient and known dynamics can be relaxed in the presence of
adversary. Another aspect of future work can include making the auxiliary system resilient
even when the adversary gains access to it. This could be done using moving target defense
(MTD) techniques [17]. Additionally, the proposed methods have to be evaluated in an
obstacle ridden environment. Further, the follower robots of a covertly attacked robot no
longer participate in accomplishing the formation objective. Techniques would have to be

developed to make the follower realize whether it should trust its leader.
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