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NetExaminer: A Network Visualization Tool 

Justin Miller 

Abstract 

The purpose of NetExaminer is to provide a tool that can visualize the condition of a 
network without communicating with the network being monitored. The application is 
written for operating systems that support wxWtdgets, a cross -platform GUI toolkit. 
MySQL was used to provide the data for NetExaminer. Whereas most tools for gathering 
and displaying security related information available today display data in a readout form, 
NetExaminer attempts to take the data and display it graphically. The NetExaminer soft
ware takes data in from MySQL and generates a list of hosts that matches a pre-defined dy

namic criteria. The project has been a great success, and the application will soon be able to 
isolate defective and volatile hosts from any network that is being monitored by NetExam
iner's data aggregation software. 
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Introduction 

Certain tools already exist to provide low-level monitoring of network conditions. 
Tools such as Ethereal provide packet-level monitoring, but with the sheer quantity of in
formation available on a network, it is difficult to discern the state of security on a network 
with simple data observation. By combining tools that are capable of aggregating network 
traffic data and the NetExaminer application, the process of isolating dangerous hosts is 
simplified. 

Requirements for Operation 

The current version of NetExaminer requires a machine with a working compiler 
(GCC), wxWidgets (libraries and headers), MySQL (if database is not hosted elsewhere), and 
the X graphics system. A database must be established to contain the data acquired by intru
sion detection systems (IDS) or port-scanning software. 

Data Acquisition 

The data necessary for NetExaminer can be retrieved in many ways. NetExaminer 
operates from data presented in its MySQL database, so examination of real-time or logged 
data can be achieved by simply modifying the MySQL database. 

NetExarn.iner User Interface 

The overall interface to NetExaminer is centered around the primary window. Upon 
program startup, each window is kept in memory and hidden from the user, allowing for fast 
access to all windows. Windows are also kept open to allow for communication between 
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windows, allowing for new information to ripple through each of the windows as it is added. 
All data once retrieved from the MySQL database is stored in internal data structures 
within memory to allow for fast access to data. Since all data is retrieved at once, concur
rency issues are all but eliminated, due to the locking of data in the database while the query 
to the database server executes. 

Expandability by Design 

A database schema can vary from design to design. NetExaminer was designed there
fore to operate off of a small set of data, with the ability to integrate more data as it is 
needed. While NetExaminer requires a database with specific table structure, not every 
field is required, allowing for expandability (source code is freely available to expand on the 
original design), in addition to the ability to not use certain fields. Due to indexing, there is 
a certain amount of information that NetExaminer needs to operate, fields such as IP ad
dress would be necessary for correct operation. 

Speed Through Open Communication 

Windows inside NetExaminer can communicate via adapters (pointers) between the 
windows, with the main window containing the primary data structures that all windows 
need to output data. Through the use of adapters, each window can access any piece of data 
that is used throughout the application, and changes made through the adapters apply to 
the entire application. This means that if a user of NetExaminer needs to modify a user
name, for example, the rest of the application is effected, and the username will appear dif
ferent in all windows. 

Figure I: Data Flow in NetExaminer 

MySQL Database 

Allows Data AaESS To 

OUtpu1s To 

Configuration Display 

Figure I shows data flow through NetExaminer. Configuration data is loaded from 
the configuration system (a series of configuration files are read and processed) and MySQL 
calls are made to access a MySQL database that contains data necessary for NetExaminer's 
operation. The results obtained from the MySQL database are stored internally and proc
essed by NetExaminer. The processed data is then displayed on the screen. 
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NetE:xaminer Configuration 

NetExaminer is designed for maximum configurability, and because of this the input 
must also be configurable. 

Cross-Platform Compatibility 

By virtue of being written using the wxWidgets toolkit, the NetExaminer application 
is inherently cross-platform with only a few modifications and a recompile. However, the 
primary target platform of Linux has presented an excellent alternative for those that do not 
wish to port it to their target platform. The NetExaminer application can be forwarded over 
a network using SSH and X, which means that any platform that supports X clients(Win
dows, OS X, BSD, Linux) can view the application remotely. Examples of this are available in 
the Screenshots section. 

Conclusion 

Generic security visualization tools are surprisingly absent from the commercial and 
free software markets. The open-source community has many free tools for data aggrega
tion, tools such as NMAP (port-scanner), SNORT (lightweight IDS), and Ethereal (packet 
sniffing). These tools are all excellent resources and work fine for smaller networks, but in
terpreting the flat log files that these tools generate can be cumbersome for thousands of 
hosts. With NetExaminer, it is possible to view thousands of hosts, and look only at hosts or 
groups of hosts that are threatening the network . The modularity of both the configuration 
and display sections allows for quick changes to both input and output in NetExaminer. 

Nomenclature 

GUI 

GUI is an acronym for Graphical User Interface, and involves the use of a mouse or 
other input device to navigate a screen interactively, as opposed to a CLI (command line in
terface), in which data is entered through a keyboard. A GUI toolkit can be used to quickly 
create applications, and a cross platform GUI toolkit is used to generate applications that 
can be easily rebuilt on another platform. 

Packet-Level Monitoring 

Packet-Level Monitoring refers to monitoring traffic across a network at the packet 
level. Packets are crafted pieces of data that are sent across a network from a source host 
and decoded at the target host. 

Open-Source 

Open-Source in the realm of software generally applies to software that has its source 
code openly available to the public, and does not necessarily imply free use, though in many 
cases Open-Source is also free. 
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Intrusion Detection Systern (IDS) 

An intrusion detection system is used to track intrusions made on a network. When 
coupled with monitoring or an intrusion response system, an IDS can isolate attackers and 
remove or continue monitoring the intrusion. 

Linux 

Linux kernel development started in 1992 when Linus Torvalds, a Finnish computer 
science student, released it to the world on a Usenet group. The Linux kernel is now central 
to numerous Linux distributions, such as Red Hat, Slackware, SuSE, and Debian. Distribu
tions package tools such as compilers and desktop environments make it easy for develop
ers, users, and server administrators to use. (1) 

SSH 

SSH stands for secure shell. SSH is essentially a protocol for secure data transmission 
over a network. 

X 

X windows is a collection of applications and protocol used as a base for graphical 
user interfaces on a variety of platforms, including Linux distributions and *BSD releases. 

MySQL 

MySQL database software is freely available (including source) at 
http://www.mysql.com. The software is open-source, and is scalable from a small office envi
ronment to the corporate level. The wide-spread adoption of MySQL and its inclusion in 
almost every major Linux distribution. (II) 

wxWidgets 

Julian Smart created what would become wxWidgets in 1992 to facilitate cross
platform development to avoid the high costs associated with commercially available cross
platform development tools. (III) 

Ethereal 

Ethereal was originally authored by Gerald Combs, and has since been contributed 
to by numerous individuals and corporations. Ethereal can analyze data from a network or 
from a captured file on disk. (IV) 
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Future Work 

There are numerous ways that NetExaminer could be enhanced, including support 
for XML(for configuration and data formats), 3d representation of data, and the construc
tion of a database specifically for NetExaminer that would allow for fine tuning of the Ne
tExaminer application to meet the specific needs of a corporation or organization. 

Screenshots 

NetExaminer on OS X: 

':_ii� . .!�!�.. Capture Wind?w 

\. xterm 
's, Host View: 

9>tiom 

l,bername· John .Addr"ess· 00:00:000000:00 

Lhernarne. �e �e,,. 01 1223 34.-4556 

Lbefrwne· Franzel .Addr'e"· 01 ·4S:3A'SD 4A:fF 

Lbefrwne· NeethJrm Addru, 01 33 4B:JC:48 FF 

l.bername. mt..-, Addres, 0322.33.44:55:66 
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NetExaminer on Windows XP: 

00:00:00 00:00:00 
01:12:23 3<1:45:56 
01:45:3A 5D:4A:FF 
01:33:48 3C:4B:FF 
03:22:33 44:55:66 

-l□i ><I 1' th• ;,.,,. 

I fJltion> 

l..bemame: John Adfke:33 00 0000:0000:00 

Lhemame. Jak!' Pddres:, 01.12:23 34:45'56 

Lbemamt: Fronzet .Ada-e,,. 01.45:3A-SD 4A.Ff 

U>emame: Neei<b<ml Jlddr..,: 01.33:4B:3C:4B:FF 

Username Justin.Address 0322.3344:55·66 
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NetExaminer on SUSE Linux 9.2: 
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