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Abstract

Huawei, the telecommunications company based in the People’s Republic of China (PRC), has presented
the governments of several middle powers with a policy dilemma. On the one hand, Huawei’s affordable
5G network technology is attractive to telecommunications operators in these countries, which do not
have domestic producers of this equipment. On the other hand, the U.S. government and intelligence
agencies in other countries maintain that Huawei gear presents intolerable network security risks, a charge
that the PRC government and Huawei forcefully reject as they insist Huawei merits access to foreign mar-
kets. Facing the question of whether and how to allow the installation of Huawei’s 5G equipment in their
domestic networks, the governments of Japan, the United Kingdom, and Germany have been caught
between the competing demands of the two rivalrous superpowers and faced internal divisions among
communities of government experts. At first glance, Japan, the UK, and Germany each appear to have
responded to the Huawei dilemma in a different way. The Japanese government moved quickly and with-
out formal announcement to exclude Huawei from its market, while publicly denying a ban. The UK gov-
ernment initially allowed Huawei to supply some of its national 5G infrastructure, but then reversed itself
to ban the company’s equipment outright after a U.S. regulatory change. The German government has yet
to officially ban Huawei, but has taken successive steps to curtail the PRC company’s continued involve-
ment in its domestic networks. In spite of their apparent differences, the three national responses to the
Huawei dilemma share a fundamental commonality: all amount to ‘non-decision decisions’ on the ques-
tion of whether and how to allow Huawei to supply domestic 5G networks. In one way or another, each
government avoided making policy decisions that were either explicit, definitive, or singular on the issue,
but nonetheless reduced the likelihood of Huawei’s participation in its domestic 5G infrastructure. After
developing the concept of a ‘non-decision decision,” we explain why these maneuvers are not isolated
responses to a specific policy conundrum, but may presage a mode of middle power coping with compet-
ing demands from two increasingly rivalrous superpowers.

Keywords: China; Huawei; middle powers

1. Introduction

Since the end of the Cold War, middle powers' across North America, western Europe, and Pacific Asia
have sought to maintain a balance in their relations with the United States and the People’s Republic of
China (PRC) that serves both their security and economic interests. For at least the first two decades of

"We use ‘middle powers’ as an analytical convenience, recognizing the designation to be imperfect and contested. By ‘mid-
dle powers’ we mean major economic and security powers, roughly coterminous with the membership of the G20, that are
neither China nor the United States, two states whose outsize economic and security roles earn them the distinction of
‘superpowers.’

© The Author(s), 2023. Published by Cambridge University Press
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the post-Cold War period, U.S.-allied or U.S.-aligned middle powers maintained or even enhanced their
security relationships with the United States. After 9/11, these multi-facetted security partnerships came
to include more substantial intelligence sharing and later evolved to encompass new activities, such as
upgraded joint military exercises near the disputed waters of East Asia. At the same time, these middle
powers expanded trade relations with an increasingly prosperous PRC. For many of these countries, the
PRC became both an indispensable source of critical goods, such as pharmaceutical inputs, and an
important destination for exports, ranging from iron ore to automobiles. Despite ups and downs in
the complex U.S.-PRC relationship, these middle powers have grown into both long-standing security
partners to the United States and significant trade partners to the PRC.

Today, middle powers navigating this terrain face new dilemmas. As the U.S.-PRC rivalry has
intensified, the position that middle powers have carved out relative to the superpowers has grown
from a source of opportunity into a constraint. They now face choices that present more difficult trade-
offs between incompatible U.S. and PRC demands on specific policy issues. As U.S.-PRC differences
have grown beyond traditional trade issues to encompass the security implications of new high-
technology products and services against a backdrop a broader global competition, the superpowers’
demands on middle powers have also come to include insistence on their adoption of specific domestic
technology policies.

In this article, we examine how three middle powers have confronted such dilemmas through a
study of their responses to the prospect of the PRC-based company Huawei supplying their domestic
5G networks. We investigate how Japan, the UK, and Germany each responded to the dilemma arising
from PRC pressure to allow Huawei’s 5G equipment into their markets and U.S. pressure to ban these
very same products from their networks.

All three countries have had reason to prioritize maintaining or even strengthening trade relations with
the PRC. All three are also U.S. allies for whom continued security and intelligence cooperation with the
United States has been important. Moreover, both the UK and German governments have contended
with domestic technology experts divided in their assessments of Huawei’s equipment and the security
risks it poses. In this sense, the Huawei dilemma has presented these middle-power governments with
the challenge of charting a course though not only competing external demands, but also divided domes-
tic constituencies and communities of experts engaging a new policy domain.

At first glance, each country appears to have responded to the Huawei dilemma with its own dis-
tinct approach. Japan acted early to restrict Huawei’s role in supplying 5G technology while publicly
denying that it was doing so. The UK at first allowed Huawei’s limited participation, but then reversed
itself for what it characterized as technical reasons beyond its control. Germany has not explicitly
banned Huawei, but it has increasingly tightened conditions on the use of its products so as to
make Huawei’s participation ever more unlikely in practice.

The differences between these three responses conceal more important similarities. In spite of vari-
ation in the form and timing of their approaches, all three governments have in effect imposed or have
come closer to imposing a complete ban on Huawei’s 5G equipment. Moreover, all three governments
arrived at this outcome by eschewing an outright decision to definitively exclude Huawei. In this
respect, all three cases illustrate a consequential instance of a ‘non-decision decision,” which we define
as a decision that avoids either an explicit, definitive, and/or singular selection of one discrete policy
option over others. A non-decision decision is one that a government makes either by avoiding an
explicit decision, denying that it made a decision, or dividing a single decision into several less con-
spicuous incremental decisions. For a middle power caught between the competing demands of two
rival great powers, a non-decision decision may be a least-worse course of action, since it sidesteps an
identifiable policy choice that would be unfavorable to either great power and thereby risk its retali-
ation. This paper traces the three countries’ responses over time, proposing an explanation for their
underlying common non-decision decision to block or complicate Huawei’s access to their market
for 5G equipment. After developing the concept of a non-decision decision, we situate this mode
of policymaking against trends in relations between great and middle powers in the age of securitized
technology and discuss its implications.
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2. The Huawei policy challenge

The governments of Japan, the UK, and Germany contemplated a similar range of measures to
respond to the prospects of domestic telecommunications operators installing Huawei’s 5G equip-
ment.” Early in their processes, all three excluded the possibility of allowing mobile network operators
to install Huawei equipment in the most sensitive ‘core’ parts of their infrastructure, where it would
have introduced the greatest vulnerabilities. This determination left them with the options of allowing
national telecommunications providers (operators) to use Huawei gear in the non-core portions of
their networks or prohibiting them from doing so, a move which would amount to a total ban on
installing Huawei 5G equipment. While Huawei and Beijing sought to prevent such a total prohibition,
the U.S. government insisted that nothing short of a complete ban could sufficiently reduce risks to
network security.’

All three countries faced economic incentives to avoid a full ban. All three had national operators
who had already made substantial investments in Huawei equipment and were using it in their 4G
networks. None had national firms that could provide one-for-one alternatives to Huawei’s equip-
ment, at least in the short term. If Huawei were banned, all would incur delays in or extra costs for
their rollout of nationwide 5G infrastructure, inflicting disadvantages on consumers and domestic
mobile-dependent industries alike. In each country, influential interest groups, most prominently
large network operators, did not support complete bans on Huawei gear.

Moreover, all three countries enjoyed trade relationships with the PRC that were likely to be
affected by a complete ban. PRC officials warned both the UK and German governments that
moves to ban Huawei would meet economic retaliation. Even in the absence of an explicit threat,
the Japanese government had reason to fear reprisals. Japan had experienced PRC consumer boycotts
of Japanese goods in response to actions that Beijing deemed unfavorable, an important consideration
as the PRC remains an important destination for Japanese exports and investment. Apparent PRC
restrictions on rare earth exports to Japan in the wake of recent tensions over a territorial dispute rein-
forced Japanese concerns about retaliation (Lai, 2018). In the wake of Brexit, the UK government
sought to bolster trade ties with the PRC and the United States to offset lost markets in the
European Union (EU). The UK arguably needed access to PRC markets more than ever. Germany
was home to numerous automobile and other manufacturers with sizeable PRC-destined exports vul-
nerable to retribution.

At the same time, all three governments had reasons to adopt a complete ban. Each sought to pre-
serve intelligence-sharing and other security cooperation with the United States, their most powerful
ally. U.S. Secretary of State Mike Pompeo warned that the U.S. government would be reluctant to share
intelligence with governments whose networks were compromised by the introduction of Huawei
equipment. In this respect, the UK had the most to lose as a member of the Five Eyes intelligence-
sharing partnership, but German officials also received a similar warning (Brunnstrom, 2019;
Castle, 2019). Defense and security officials in all three countries insisted that the intelligence relation-
ship with the United States should not be compromised.

In all three countries, important constituencies opposed Huawei’s participation in national 5G
infrastructure on domestic security and public safety grounds. As in the United States, critical voices
in these three countries warned that a role in national 5G infrastructure would give Huawei, a com-
pany closely tied to the PRC government, opportunities for espionage and other unauthorized data
collection, empower it to disrupt critical functions, and afford it leverage deriving from these capaci-
ties, not to mention solidifying its role as the dominant market player. At the same time, in the UK
and Germany, agencies dedicated to network security and familiar with Huawei equipment insisted
that they could manage the risks associated with the company’s participation in 5G infrastructure.

*While EU-level structures are active in 5G policy, decisions about restricting vendors remain national, member-state pre-
rogatives. In this sense, the German case is comparable to those of EU non-members Japan and the UK.
3For context, see Inkster (2019: 105-111) Mascitelli and Chung (2019: 1-6); and Liu (2021).
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In spite of these similar circumstances, the three governments at first navigated the dilemma dif-
ferently, only to reach similar policy outcomes. The Japanese government imposed a de facto ban
on Huawei equipment in 5G networks. The UK government imposed only a partial ban on
Huawei’s 5G equipment until mid-2020, when, amid mounting domestic opposition, it abruptly
reversed course. A complete ban on new installation took effect in 2021. The German government
at first appeared to impose only a partial ban, but, after delaying the announcement of a final decision
on the matter, implemented additional measures that make Huawei’s participation in national 5G
infrastructure unlikely.

Given the three countries’ similar circumstances, the divergence in the form and timing of their
responses presents an apparent puzzle. But a closer look reveals an underlying commonality: neither
of the three governments made a single explicit decision to definitively exclude Huawei or PRC-origin
vendors. Japan’s decision was not explicit. The UK’s decision was deflected. Germany’s decision was
not definitive.

This paper advances the argument that the three governments, facing a decision on Huawei 5G that
would be costly no matter how it was struck, all employed an approach that minimized negative effects
on their relations with both the PRC and the United States. All three sought to preserve to the greatest
extent possible a high-value trade relationship with one and a cherished security partnership with the
other. Moreover, all three cases illustrate the degree to which the making of policy for trade, technol-
ogy, and domestic infrastructure has grown intertwined with security policy.

The selection of these three cases serves the two overarching purposes of this study: concept devel-
opment and illustration. Our first goal is to identify, characterize, and conceptualize what we argue is
an overlooked mode of foreign policy conduct by middle powers: the non-decision decision. We derive
this general concept inductively from a close examination of three cases that, at first glance, appear to
present distinct outcomes but, upon closer inspection, reveal a common underlying logic. The selected
cases allow us to trace how governments resort to this mode when facing a bind, establishing the
plausibility and explanatory potential of the concept in specific, comparable contexts. Our cases are
selected with this purpose in view, rather than to make for a quasi-experimental design suited to iso-
lating United States causality.

Moreover, this selection of cases serves the purpose of concept development since the three coun-
tries arguably function as ‘hard cases’ for the proposition that Huawei’s equipment presents middle
powers with a genuine dilemma. After the United States and the PRC, they are the world’s third
(Japan), fourth (Germany), and fifth (UK) largest economies in nominal gross domestic product.
Their economies are sizeable, diversified, and in general less trade-reliant than those of many other
middle powers and small states. This economic heft should provide the selected three with a measure
of insulation from the PRC’s economic coercion. The selected countries also have their own independ-
ent intelligence capabilities and domestic agencies prepared to independently assess the risks presented
by Huawei gear, making them in principle less vulnerable to U.S. pressure. In sum, if Japan, the UK,
and Germany face a Huawei policy dilemma structured by competing pressures from the two super-
powers, then likely so do many other middle powers and small states, especially those who are close
U.S. security partners. In this sense, the selected cases establish that our findings could plausibly
extend to other countries.

A preliminary survey of other comparable cases bears out this contention. For instance, while
France does not formally prohibit the installation of Huawei’s 5G kit, measures adopted by the
French government have been characterized as a ‘de facto ban’ (Rosemain and Barzic, 2020). India
has also been described as ‘sidelining’ Huawei and likely to ‘quietly push’ its equipment out of its net-
works, rather than risk the PRC’s rebuke with an overt ban (Sherman, 2020). One notable exception to
this pattern, however, is Australia, which moved early on to explicitly ban Huawei’s participation in its
5G networks. The result, among others, is that it has experienced strident denunciations and economic
retaliation from the PRC in the form of reduced PRC imports of Australian goods (Scott ef al., 2019).
Certainly, decision makers in the other states examined here were aware of Australia’s experience,
which possibly shaped their own calculations.
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In addition, the three selected countries provide ideal empirical terrain for this conceptual explor-
ation since their policy outcomes are generally uncomplicated by protectionist forces. As a substantial
literature on political economy has long recognized, domestic interest groups’ demands for protection
from foreign competition are a factor shaping regulatory choices, including bans on specific imports.
But at the time that their governments were deliberating Huawei’s role in their networks, neither
Japan, nor the UK, nor Germany were home to any domestic companies capable of supplying the
full range of needed 5G equipment instead of Huawei.* Their operators’ choices mainly came down
to importing gear from Huawei or other foreign companies, such as Ericsson of Sweden, Nokia of
Finland, or Samsung of South Korea. In Japan, the ban on Huawei gear did in time have the effect
of propelling domestic players NEC and Fujitsu into the 5G market. But, at the same time, Japan
was home to larger companies with significant investments with Huawei — such as Softbank - that
suffered significant costs as a result of the ban. It also bears noting that no U.S. company has been
a credible direct competitor to Huawei in Europe’s 5G markets either,” suggesting that U.S. demands
were rooted in concerns about security and Huawei’s market dominance, rather than disguised U.S.
economic interests that the middle powers could placate in another way. Largely unmuddied by pro-
tectionist influences, the structure of the Huawei dilemma in the selected countries consists of a rela-
tively stark tension between economic and security considerations.

Our second goal is to illustrate the distinct forms that non-decision decisions can take across
national settings. To this end, our selected cases each typify a variant of the phenomenon. The
Japanese case depicts a policy decision obscured, unannounced formally but nonetheless having its
intended effect of excluding Huawei equipment from domestic networks. The UK, in contrast, pre-
sents a policy decision deflected and framed as a technical necessity. Policymakers denied having
the agency to decide on a ban, representing their policy reversal as the inevitable consequence of a
change in U.S. export restrictions over which they had no control. Germany, meanwhile, presents a
policy decision divided. Policymakers carved a single difficult policy decision into a series of smaller
choices, each of which has been less conspicuous on its own but which together form a thicket of regu-
latory measures that approximate an eventual ban. As the case studies demonstrate, the form of the
non-decision decision reflects the unique configuration of interests and institutions in each country.
The concept of the non-decision decision thus captures a range of policy behaviors that reflect the
fundamental logic of a government coping with competing external demands and muddling through
domestic divisions by evading a traditional policy choice.

3. Japan’s swift but unstated comprehensive ban

In Japan, the office of the prime minister made the relatively early determination to exclude Huawei
from national infrastructure. From the outset, even without a formal policy action, Japanese political
elites interpreted the Huawei decision as hinging on intelligence and security priorities. Without pub-
lic debate or disagreement, the swift de facto ban drew no significant reaction from the PRC. A con-
dition enabling this course of action was the Japanese government’s power to unilaterally allocate
spectrum to network providers, a prerogative that afforded it influence over the operators’ conduct.
In the UK and Germany, where companies compete for spectrum at auction, the state lacked this cru-
cial lever.

Following the choices of Australia and the United States to exclude Huawei from their future 5G
networks in the summer of 2018, reports began appearing in the news that Japan was also deliberating
what position it should take (Jiji Press, 2018; Record China, 2018). At the time, among the major
Japanese carriers that would be involved in 5G rollout - NTT Docomo, KDDI (au), Rakuten, and

“*Japan’s NEC and Fujitsu would later enter the market.

°In the period preceding the non-decision decisions under study, the leading US company in this space was Cisco, a com-
pany that itself did not supply comprehensive 5G network solutions. Moreover, Cisco commanded a far smaller share of
global sales of 5G equipment than leaders Ericsson and Nokia and was widely regarded as an implausible alternative to
Huawei in European markets.
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Softbank - only Softbank already had Huawei equipment in use in its 4G base stations (Duchatel,
2020). Both Softbank and NTT Docomo had partnered with Huawei in trials of 5G technology
(Huawei, 2017; Yomiuri Shinbun, 2018a).

On 7 December 2018, Yomiuri Shinbun first broke the news of a possible ban on Huawei and ZTE
from Japanese government procurement (Yomiuri Shinbun, 2018b). At a meeting of various ministry
officials in the Prime Minister’s residence (kantei) on the 10th, the government indeed announced that
in future procurement it would ‘not just take into consideration price, but also security risks’
(Mainichi, 2018b). While not mentioning Huawei or ZTE explicitly, this amounted to a de facto pro-
hibition leveled at both. All the same, at a press meeting that same day, Japanese Prime Minister
Shinzo Abe claimed that it is ‘important not to procure equipment carrying malicious capabilities...
The goal is not to exclude any specific firm or equipment’ (Yomiuri Shinbun, 2018a).

Despite not facing any public demands to do so, the major carriers soon followed suit, with all,
including Softbank, declaring that they would not use Huawei equipment for their own 5G networks
(Mainichi, 2018c). This came just days before the Ministry of Internal Affairs and Communications
announced its criteria for companies to receive an allocation of frequencies for 5G development.
On 14 December, the ministry sought last minute approval from the Radio Frequency Control
Council for a clause that called for carriers to ‘pay attention to’ (ryii) government stipulations, includ-
ing its recent decision on procurement as well as to ‘adopt sufficient cyber-security measures including
a response to supply-chain risk’ (Mainichi, 2018a; Japanese Ministry of Internal Affairs and
Communications, 2019). It quickly received the council’s assent and made the guidelines public on
the same day. The result was that Huawei and ZTE were now, for all intents and purposes, barred
from participating in Japan’s 5G network.

This turn of events hit Softbank particularly hard, as its mobile unit was launching an initial public
offering; among other things, concerns about the costs of replacing Huawei kit in Softbank’s 4G base
stations hurt its share pricing (Lewis and Inagaki, 2018). Subsequently, the various carriers announced
agreements with Nokia, Ericsson, Samsung, and the Japanese domestic firms NEC and Fujitsu, to
cooperate in the rollout of 5G infrastructure in Japan.

That said, the Huawei ban has since come as a boon to the Japanese corporations NEC and Fujitsu.
NTT has purchased a 5% stake in NEC with the explicit goal of investing in its development of 5G
technologies, and Rakuten has also chosen NEC as its 5G partner (Inagaki and Fildes, 2020).
Fujitsu has partnered with Ericsson to develop end-to-end 5G services that would compete with
Huawei (Ericsson, 2018). The Japanese government has assisted as well, offering a 15% tax cut for
firms investing in Japan’s 5G infrastructure (Tetsushi, 2019).

Speaking in October of 2019, Japanese Prime Minister Shinzo Abe continued to maintain that
Japan’s policies ‘did not target any specific firm or equipment, or any specific country,” and ‘moreover,
are not based on any demand from the United States of America’ (Japanese Diet, 2019). In reality, the
Japanese government moved quite quickly and decisively at the end of 2018 to exclude Huawei from
supplying equipment to the government or being involved in its 5G networks. All the same, the gov-
ernment has carefully avoided publicly naming Huawei as a target of its measures, maintaining the
public fagade that it does not discriminate based on country of origin.® It has additionally bolstered
this with efforts to support its own indigenous capability - NEC and Fujitsu in particular - which
previously had been minor players in terms of producing 5G equipment.

What emerges is a portrait of a state making a relatively rapid move to treat Huawei as a security
threat and using the opportunity to advance indigenous alternatives. All this happened with very little
open debate, and not without some cost to its carriers. Japan has consequently managed to ban
Huawei without this becoming a major issue in Sino-Japanese relations and may see its own compan-
ies benefitting as other states look for alternatives to Huawei as well. Most recently, the UK has been
reported to have approached Japan for help in building its 5G network (Nikkei Asia Review, 2020).

®This approach is also helpful for demonstrating that it is not violating World Trade Organization commitments.
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4. The UK’s U-turn to a comprehensive ban

In the UK, the prime minister’s office was poised to adopt only a partial ban on Huawei equipment in
5G networks as late as 2019. However, a domestic split soon emerged, intensified by U.S. pressure to
adopt a complete ban and amid PRC warnings that excluding Huawei would harm economic ties.
Opposition mounted in Parliament, demands for a complete ban growing across the political spec-
trum. Facing pressure from the United States and intensifying resistance from even within its own
ranks, the Johnson government reversed itself. After a separate action by the U.S. government, the
Johnson government adopted a complete ban. The official announcement cited new U.S. restrictions
on Huawei that made the company’s equipment less secure and verifiable than before, creating a chan-
ged circumstance that required a total ban. Rather than an independent policy decision, the UK gov-
ernment characterized its choice as the inevitable consequence of the U.S. rule change.

By 2007, the large telecommunications group BT had become the first UK operator to deploy
Huawei equipment across its network, following only a minimal review by government agencies
(UK Parliament Intelligence and Security Committee, 2013: 4; Fildes, 2018b). As other UK operators
sought to use Huawei equipment and the need for a coordinated policy response grew apparent, the
company established the Huawei Cyber Security Evaluation Centre (HCSEC), known as the Cell, in
2010. Owned and staffed by Huawei, the facility began to conduct analysis and provide operators
with general guidance on how to manage the risks associated with the company’s kit. In 2014, an
Oversight Board began annual reviews of the Cell’s operation. The body is chaired by the head of
the National Cyber Security Center (NCSC, a division of the Government Communications
Headquarter and responsible for computer security) and deputy chaired by a Huawei executive
(UK National Security Adviser, 2013).

As early as 2008, counter-intelligence agency MI5 had warned that the PRC could ‘exploit vulner-
abilities in Huawei’s equipment’ to access the BT network, presenting an espionage risk (UK
Parliament Intelligence and Security Committee, 2013: 11). Concerns within the intelligence commu-
nity then mounted, drawing Parliament’s attention. In 2013, the Intelligence and Security Committee
reported concerns about the government’s response to Huawei (UK Parliament Intelligence and
Security Committee, 2013: 4-29).

In contrast, British industry remained confident in Huawei equipment. Starting in 2015, both the
carriers Vodafone and BT announced partnerships with Huawei to research and test new 5G tech-
nologies and services (Huawei, 2016a). Huawei’s role in UK markets appeared substantial and
entrenched.

However, as Huawei’s presence in the UK grew, so did the intelligence community’s security con-
cerns. In 2018, the Oversight Board warned of ‘shortcomings in Huawei’s engineering processes’ intro-
ducing ‘new risks in the UK telecommunication networks and long-term challenges in mitigation and
management’ (HCSEC Oversight Board, 2018: 4). The Board noted for the first time that it could pro-
vide ‘only limited assurance that all risks to UK national security from Huawei’s involvement in the
UK’s critical networks have been sufficiently mitigated” (HCSEC Oversight Board, 2018: 4).

Later that year, scrutiny of Huawei intensified with the arrest of Meng Wanzhou, its chief financial
officer and the daughter of its founder, in Canada on U.S. charges related to violating sanctions on
Iran (Fildes, 2018b). Shortly thereafter, the head of MI6 stated that the UK government faced a deci-
sion on whether Huawei should be barred from supplying the country’s 5G mobile networks, follow-
ing a similar ban on PRC-based company ZTE (Hern and Press Association, 2018). Two days later, the
government announced a review of its telecoms supply chains, cautioning that it could yield recom-
mendations to industry (Fildes, 2018b; The Backlash to Huawei’s Global 5 G Expansion, 2020).

In response, UK telecommunications executives warned that a move to ban Huawei would set back
the rollout of 5G networks by up to a year (Fildes, 2018b). Like BT, the operator O2 had invested heav-
ily in Huawei gear and announced it would press ahead with trials of 5G networks using Huawei
equipment (Fildes, 2018b; Moore, 2018). BT had already begun removing Huawei equipment from
core areas of its 4G network, but sought to use Huawei technology in less sensitive parts of its system
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(Fildes, 2018a; Hern and Press Association, 2018). Operator Three also used Huawei equipment in its
5G network (Hern and Press Association, 2018).

When the government’s supply chain review report came in early 2019, it announced tighter secur-
ity requirements for operators (UK Department for Digital, Culture, Media, and Sport, 2019). That
spring, sources in the National Security Council leaked that the government intended to allow
Huawei access to ‘noncore’ elements of 5G mobile infrastructure, such as antennas, despite opposition
from the intelligence community (Bruce, 2019).

The United States and the PRC soon made their pressure felt. In May, U.S. Secretary of State Mike
Pompeo warned that Huawei’s involvement in the UK’s 5G network could compromise U.S. intelli-
gence sharing (Castle, 2019). The PRC ambassador to the UK in turn warned that excluding
Huawei from 5G networks would send a ‘bad signal,’ intimating that ‘China’s investment in the
UK might suffer’ (Keane, 2019). A UK government decision remained pending when the
Parliament’s Science and Technology Select Committee stated there were ‘no technological grounds
for banning Huawei’ (Lamb, 2019; UK Parliament Science and Technology Select Committee, 2019).

In early 2020, the new Johnson government appeared to solidify the decision to allow Huawei par-
tial access (UK NCSC, 2020a). An NCSC report recommended restricting high-risk vendors, including
Huawei, to 35% of total network capacity, keeping it out of ‘core’ network functions, and proposed
other mitigation measures, but stopped short of an outright ban (UK NCSC, 20204a). Operators indi-
cated they would comply (BBC News, 2020a; Sweney, 2020).

Beyond industry, however, the government’s decision to allow Huawei partial access met oppos-
ition, both foreign and domestic. Pompeo urged Johnson to adopt a total ban, a message President
Donald Trump reportedly reiterated to him in a phone call (Reuters, 2020). Later that spring, the
government faced an unprecedented rebellion on the matter from the conservative government’s
own members. Thirty-eight conservative members backed a legislative amendment to altogether
exclude Huawei from the country’s 5G network by 2023, forcing a vote (BBC News, 20200).

The initial amendment was defeated but set in motion a larger effort in Parliament that grew as
bilateral relations deteriorated. The PRC government’s handling of the coronavirus pandemic, along
with the UK’s reliance on the PRC for essential goods exposed by the crisis, intensified security con-
cerns within Parliament (Sabbagh, 2020). Beijing’s threat to impose a new national security law on
Hong Kong increased tensions further (Sabbagh, 2020).

Several members of Parliament drew on new warnings from the intelligence community to advo-
cate for reducing the UK’s reliance on the PRC (Sabbagh, 2020). They maintained that the core-edge
distinction was untenable in practice and warned of the lock-in effect of allowing Huawei even a lim-
ited role in 5G. Critics noted that the Cell Oversight Board’s 2018 warnings of security risks went
unaddressed for over a year, indicating that mechanisms to compel the company to improve product
security were ineffective (HCSEC Oversight Board, 2018, 2019).

A growing chorus of parliamentarians tied these arguments to concerns about the nature of the
regime in Beijing and its connections to the company. Proponents of a ban argued that Huawei
would not contribute to, but instead undermine, supplier diversity, given its long history of underbid-
ding competitors with likely government support. The company’s critics pointed to the National
Security Law that empowered the PRC government to compel Huawei’s cooperation in intelligence
operations. Ban proponents also pointed to the PRC government’s persistent human rights abuses
and persecution of Uighurs.

Given these factors, they argued, the proposed 35% threshold was too high and a complete ban was
required. The way forward was to seek alternative suppliers based in like-minded, democratic coun-
tries, such as the firms Ericsson, Nokia, and Samsung. These arguments proved persuasive. By
May, the ranks of rebel conservatives and their supporters had swelled to 50 members, sufficient to
defeat the government in a vote (Sabbagh, 2020).

Johnson’s chief of staff Eddie Lister summarized part of the government’s predicament in a 2020
meeting with a Huawei lobbyist, the minutes of which were later leaked to the press. ‘We are caught,’
Lister said (Ambrose, 2022). “We want the technology, we want it rolled out. There’s an American
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concern and a parliamentary concern. There are a large number of MPs across the political divide who
have a problem with China. Some are Atlanticists, some over Covid, some over Hong Kong, some over
human rights,” he explained (Ambrose, 2022).

As Johnson faced this gathering resistance, the U.S. government announced a regulatory amend-
ment that would limit Huawei’s access to U.S. chip technology (U.S. Department of Commerce
Bureau of Industry and Security, 2020). This development proved pivotal. Johnson’s government, in
response, moved to reverse its earlier position. News media reported that his office was drawing up
plans for a complete ban on Huawei 5G gear (Sabbagh, 2020). Days later, Johnson reportedly
approached Washington about forging ‘an alliance of 10 democracies to create alternative suppliers
of 5G equipment and other technologies to avoid relying on China’ (Fisher, 2020).

An official statement of the policy reversal came in July, when the NCSC published an analysis of the
U.S. rule change determining that the measure ‘increased the risk to UK networks’ arising from Huawei’s
equipment by making the company’s products less secure and less verifiable (UK NCSC, 2020b). The
NCSC recommended that operators install no Huawei equipment after the new U.S. rule took effect,
a move that amounted to a comprehensive ban (UK NCSC, 2020b). UK firms were required to remove
all Huawei gear from 5G networks by 2027 (Dowden, 2020). Digital Secretary Oliver Dowden
announced that the government would pursue ‘an irreversible path’ to complete removal through
new legislation (Dowden, 2020). By November 2021, the Telecommunications (Security) Act creating
a legal basis for the total ban had cleared Parliament and received royal assent (UK Parliament, 2021).

5. Germany’s postponed partial ban

Within the German government, consensus or even broad agreement on the interests at stake in 5G
policy have proven elusive for years, but the direction of travel - through a series of non-decision deci-
sions — appears to be toward a broad exclusion of Huawei. In principle, technical, intelligence, and
security experts continue to deliberate policy for Huawei and other high-risk vendors of 5G equip-
ment. In practice, however, new guidelines point to a general trend of significantly reducing, if not
eliminating, Huawei from German networks.

Public debates over using Huawei equipment in Germany’s 5G networks first emerged to any sig-
nificant measure in late 2018. Prior to this, the major German carriers — Deutsche Telekom, Vodafone,
and Telefonica — had all engaged in strategic partnerships with Huawei in anticipation of building
their 5G networks (Huawei, 20165, 2016¢, 2018). Each also had significant amounts of PRC-origin
equipment already in their 4G networks, with the shares being Deutsche Telekom 65%, Vodafone
55%, and Telefonica 50%, respectively (Strand Consult, n.d.). Over the course of 2018, several devel-
opments prompted growing attention to turn to the question of Huawei involvement. The first was the
increase in warnings coming out of the United States and the subsequent decisions by the United
States, Australia, and New Zealand not to use Huawei components in their networks. A second was
a desire by the carriers for clarity in the face of an upcoming frequency auction and the need to
plan for 5G network construction. All this led to a number of German politicians publicly questioning
the wisdom of relying on Huawei components as well as pressure on the German government to take a
clear stance (Barkin, 2018; Heide and Scheuer, 2019).

Behind the scenes, however, there had already been movement. In December 2017, the head of
Federal Office for Information Security (Bundesamt fiir Sicherheit in der Informationstechnik or
BSI) had flown to the PRC to meet with the head of Huawei to discuss greater access. The result
was that in November 2018 Huawei opened a collaborative laboratory in Bonn where BSI staff
could examine Huawei equipment and source code for security issues (Stark, 2019).

Building on this, a cabinet meeting in early February 2019 came to the conclusion that Huawei
should not be excluded from participation in the German 5G network - a position apparently strongly
held by German Chancellor Angela Merkel - but that the government would compile a new ‘security
catalogue’ that would delineate requirements for 5G suppliers and that the BSI would be responsible
for inspecting and certifying components (Amann, 2019; Delhaes, Kock and Heide, 2019).


https://doi.org/10.1017/S146810992200038X

https://doi.org/10.1017/5146810992200038X Published online by Cambridge University Press

180 Alanna Krolikowski and Todd H. Hall

While the frequency auction went forward in March, the security catalogue would not be forthcom-
ing until 15 October. When it came, however, it indeed left the door open for Huawei to take part in
building Germany’s 5G network. It stipulated a certification process for components defined as critical
and required suppliers to provide a written declaration concerning their own trustworthiness
(Bundesnetzagentur, 2019). This was quickly criticized as insufficient by various German politicians,
even some belonging to Merkel’s own party, the CDU/CSU (Koch, 2019). The United States also
expressed its disapproval (Nass, 2019). For its part, the Chinese Chamber of Commerce in
Germany warned that an exclusion of Huawei for political reasons or due to foreign pressure
would have ‘highly negative effects on future economic cooperation between Germany and China’
(Mumme, 2019).

Over the following months, opposition within the Social Democrats (SPD), the Liberals (FDP), the
Greens, and even the CDU/CSU itself continued to grow. In December 2019, the SPD parliamentary
group put forward a position paper calling for the exclusion of untrustworthy suppliers — which given
their definition thereof would include Huawei (SPD Fraktion in Budestag, 2019). Two months later
the CDU/CSU parliamentary group put forward its own position. While not calling for an outright
ban on Huawei or any specific supplier, it did state that the ‘deployment of components from a supplier
can be prohibited when it is confirmed that it contradicts the overriding public interest, especially the
security needs of the Federal Republic of Germany’ (CDU/CSU-Fraktion im Deutschen Bundestag, 2020).

The various carriers sought to move forward with 5G rollout, but each reacted differently to the
legal uncertainty involved. Telefonica, in December of 2019, publicly announced it would be using
Huawei antennae for its 5G network (Germano, 2019). Subsequently, however, in response to the
U.S. ‘Clean Network’ initiative, it has declared itself a ‘5G Clean Path company’ that in the ‘near
future’ would not use any equipment from ‘untrusted vendors’ (U.S. Department of State, 2020). In
February 2020, Vodafone stated that it would remove Huawei from its core network at a cost of
200 million euros, but would still proceed with plans to use Huawei equipment in its radio access net-
work (RAN) (Sandle, 2020). Deutsche Telekom (DT) also stated it would not use Huawei in its net-
work core, but remained committed to using Huawei equipment for its RAN. In June 2020, it made
the news when leaked documents revealed DT officers describing a Huawei ban as ‘Armageddon,’ esti-
mating a replacement of existing Huawei kit in its network to require 5 years and cost 3 billion euros
(Koch and Scheuer, 2020b). DT subsequently announced that its reliance on Huawei was decreasing,
but continued to advocate using a variety of vendors including Huawei (Broszio, 2020). A newcomer
also emerged - 1&1 Drillisch - but it sought partnerships with Japan’s Rakuten for building its net-
work (Scheuer, 2021).

Given that both Vodafone and DT desired to proceed with using Huawei in their RAN, both actively
lobbied against a ban within Germany. Politically, those most strongly supporting their position were
Merkel, the German Minister for Economic Affairs and Energy, Peter Altmaier, and the German
Minister of the Interior, Horst Seehofer, all of whom belonged to the CDU/CSU (Koch and Scheuer,
2020a). They also were supported by the head of the BSI, Arne Schénbohm, who argued that his office
could control the risk of using Huawei (Rosenbach, 2019). Arguments in favor of allowing Huawei to
participate in Germany’s 5G networks included the fact that its equipment was cheaper, that it was
seen as more advanced in some areas as compared to its competition, and that its participation increased
the diversity of suppliers so as to avoid the dangers of a technological monoculture. A further concern
was that a potential backlash from Beijing that would harm German market access to the PRC, particu-
larly the automotive industry — ‘Audi and Mercedes of late sell approximately every third car in the
People’s Republic’ (Bartz, 2019). Indeed, the PRC ambassador was not above making threats of retali-
ation should Huawei be excluded from the German market (Bennhold and Ewing, 2020).

Rallying against Huawei were the Foreign Ministry under the SPD politician, Heiko Maas, the
Federal Intelligence Service (Bundesnachrichtendienst or BND), the SPD, all opposition parties,
and even key members of the CDU/CSU, such as the Chair of the Parliamentary Foreign Affairs
Committee Norbert Réttgen (Koch and Scheuer, 2020a). The concerns critics raised in debates
over Huawei were multiple: the possibility of network sabotage, whether through a ‘kill-switch,” a
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network slowdown, or re-routing of traffic; the possibility of espionage, be it targeted at specific com-
munications or in the form of meta-data concerning general activity; broader intelligence cooperation
with Beijing, be it in terms of allowing Beijing head-start access to zero-day flaws or providing infor-
mation on the structure and composition of German networks; overdependence, leaving Germany
subject to potential economic coercion or disruptions; and the further weakening of European techno-
logical capabilities and capacities.”

It is important to note that the United States also played a role in these debates. On the one hand, it
was seen as an important ally, and its threats to withhold intelligence cooperation should German 5G
networks use Huawei equipment were taken seriously. What is more, it was also the source of intel-
ligence on Huawei that has raised concerns in Germany (Koch, 2020). On the other, the intervention
of the U.S. ambassador in German domestic debates over Huawei was perceived as heavy-handed
(Rothenberg, 2020). The fact that the Washington had used its technological position to spy on
German officials in the past also meant that its stance was easily perceived in Germany as cynical
and hypocritical.

These debates came to a head at the end of April 2021, when the Bundestag passed the new IT
Security Law 2.0 (IT-Sicherheitsgesetz 2.0). The law did not explicitly forbid the use of Huawei kit
- as CDU representative Christoph Bernsteil put it, it is not a ‘Lex Huawei’ (law specifically for
Huawei) - but it did raise significant hurdles for its deployment (Der Spiegel, 2021). Under the
new law, carriers are required to notify the Federal Ministry of the Interior of the components they
intend to use when building critical infrastructure. These components are then not just to be subjected
to technical testing for security vulnerabilities, their producers are also to be evaluated on the basis of
political-security (sicherheitspolitischen) criteria (Hoppe et al., 2021). To these belong questions of
whether ‘the producer directly or indirectly is controlled by the government... of a third state’; ‘the
producer had already been or is involved in activities that have a disadvantageous effect on the public
order or security of the Federal Republic of Germany or another member state of the European Union,
the European Free Trade Association, or the North Atlantic Treaty or their facilities’; and whether or
not ‘the deployment of critical components is in harmony with the political-security goals of the
Federal Republic of Germany, the European Union, or the North Atlantic Treaty’ (Bundesrat,
2021). Also added were a variety of criteria for stipulating the trustworthiness of a producer, including
attention to false statements in its declaration of trustworthiness or not immediately declaring remedy-
ing weaknesses in or manipulations of its components upon becoming aware of their existence.®

German officials claimed that the new law treated all suppliers as equal - ‘no supplier is ruled out a
priori’ (CDU/CSU, 2021) - but as the measures become implemented it appears the bar will be raised
so as to make it far more difficult for PRC-based suppliers to participate than before. Merkel and
Altmaier had worked hard to prevent the inclusion of a political test for suppliers, but the
Bundestag, including members of their own party, had over-ruled them (Hoppe et al, 2021).
Certainly, the law did provide the Ministry of the Interior some leeway in its decision making. But
given the existence of explicit PRC national intelligence laws compelling the cooperation of companies
and other private actors in the PRC, arguing that Huawei is free from any possibility of such influence
would appear be a difficult case to make (Yang, 2019).

At the time of this writing, Huawei still has not been officially excluded from German 5G networks.
That said, over the coming decade it is unlikely to have a significant role going forward, and already
the telecoms that bet on cooperation with Huawei are seeking a means to insulate themselves from the
costs of using alternatives (Koch, 2021). The German process was one of significant and fractious pub-
lic debate - albeit without becoming a major focus of popular media attention - that resulted in the
incremental tightening of regulatory criteria. German officials were careful not to ban Huawei out-
right, but they have continued to raise hurdles that make Huawei’s participation ever more difficult,

“For thorough discussion of these issues, see Foreign Affairs Committee of the Deutscher Bundestag (2019).
8See Bundesrat (2021). Here too of use for claiming not to discriminate against any country of origin.
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if not impossible. By including reference to the political-security goals of the EU and NATO, the
German government has also provided itself an external reason for a potential ban.

That being, as many German commentators spoken to off-the-record for this piece have noted,
‘Papier ist geduldig’ (paper is patient), meaning that although the laws are on the books, the oversight
apparatus will still require time to realize in practice. There also remain questions as to what compo-
nents will be classified as ‘non-critical’ in their function, and thus exempt. The combination of these
two mean that Huawei components may remain in German networks for some time, although in the
long term - especially given that the new coalition government has taken a more skeptical view toward
Huawei - it looks like Huawei’s role will decline if not disappear. In short, Germany has avoided an
explicit decision to exclude Huawei, but at the same time increasingly raised the regulatory barriers to
its continued involvement in its 5G networks.

6. Non-decision decisions: Middle powers muddle through

Although the three governments arrived at the outcome in distinct ways, all converged on policy mea-
sures that obstruct or complicate the installation of Huawei equipment within their domestic 5G infra-
structure, while evading decisions that were either explicit, definitive, or singular and hence would
have invited objection from one or both superpowers. Japan’s ban was undeclared and tacit. The
UK’s ban was represented as the inevitable consequence of a U.S. action, rather than a policy decision.
And Germany has progressively raised barriers to Huawei’s participation to render it an increasingly
unlikely supplier in the long term.

We contend that the resort to non-decision decisions on the Huawei 5G matter in these three cases
foreshadows a new mode by which middle powers may seek to manage competing demands from the
two rivalrous superpowers and navigate transnationalized policy questions that lie at the intersection
of trade, technology, and security. These cases of non-decision decision reflect four major trends in
international relations. First, in the post-Cold War period, the boundaries between technology,
trade, and security policy have blurred, presenting governments with new challenges for which
their domestic institutions are unprepared. Second, this intertwining of technology, trade, and security
interests has created especially acute challenges for the making of policy in the information-technology
(IT) sectors. Third, the new trade-security nexus in IT presents a unique challenge to middle powers
who have sought to preserve a privileged security relationship with the United States while reaping the
benefits of growing trade with the PRC. This strategy depended on a neat compartmentalization of
policy issues into economic and security spheres that is no longer tenable. Fourth, as the U.S.-PRC
rivalry now intensifies and extends to new technology issues, middle powers face narrowing options.
Their resort to non-decision decisions represents one means of coping with these tightening
constraints.

First, the post-Cold War period has seen the gradual blurring of technology, trade, and security
policy, a transformation that encompasses a broadening range of technology-intensive products and
domestic policy considerations. This change has brought the gradual elevation of technology policy
from ‘low’ to ‘high politics’ in a growing number of countries (Cheung and Gill, 2013: 448). Once
the preserve of obscure specialized bureaucracies, the regulation of trade in high-technology items
is now intertwined with new and far-reaching national security considerations and questions of global
geopolitical competition. As the Cold War-era compartmentalization of traded goods into ‘commer-
cial’ and ‘dual-use” products has dissolved in practice, the range of ‘sensitive’ traded high-technology
items demanding regulatory attention from security and defense agencies has expanded (Cheung and
Gill, 2013). Information and communications technology systems, which function as infrastructure
that sustains industrial and large-scale consumer activity, sit at this blurred boundary.

At the same time, in many countries regulatory processes for addressing the new security chal-
lenges lurking within trade remain in the early stages of their development (Cheung and Gill,
2013). The result has been the mounting securitization of trade and technology without concomitant
growth in regulatory capacity and authority. This tendency toward securitization is illustrated in the
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redefinition by governments of wireless networks as elements of critical national infrastructure directly
presenting national security considerations. National legislatures now play pivotal roles in these issue
areas, defining decisions on high-technology trade as hinging on long-term foreign-policy goals and
geostrategic considerations. In the UK, Germany, and other parts of Europe, the contentious debate
over authority in this policy space between different government agencies and expert constituencies
reflects the relative underdevelopment of these regulatory structures.

Second, this intertwining of technology, trade, and security considerations is particularly acute in
the making of policy for IT goods and services. The growth of trade specifically in IT-intensive items
presents entirely new forms of interdependence and, with it, risks, to which states’ security institutions
are growing increasingly attuned (Farrell and Newman, 2019). While goods and services have long
depended on transnational supply chains, the now-unfolding fourth industrial revolution has brought
greater and more persistent interconnectedness between supplier and buyer countries, including in
data flows. Governments today have begun to wrestle with a trade-security nexus reshaped by these
forces (Kello, 2013). In many cases, policymakers and expert communities have redefined issue-areas
once understood as primarily domestic, such as infrastructure, as geopolitical and strategic elements of
their digital economies.” As concerns over cybersecurity have grown and broadened, telecommunica-
tions networks have grown securitized to an unprecedented degree (Hansen and Nissenbaum, 2009).

While the new trade-security nexus in high technology complicates trade flows in general, nowhere
are its effects more striking than in the PRC’s trade relations. The PRC is rapidly becoming a
world-leading exporter of certain IT-intensive goods and services, from handsets and financial tech-
nology applications to 5G network equipment. Moreover, Beijing has adopted a series of policies and
measures that underscore its strong political commitment to cultivating and promoting national
champions in global IT-intensive industries. Huawei stands out as an emblem of the PRC’s transform-
ation from a manufacturer of low-value-added labor-intensive goods to a global high-technology
powerhouse, whose homegrown firms operate at the cutting edge of the industries defining the twenty-
first century. The enormous importance the PRC government attaches to Huawei in particular is
apparent in its response to Canadian authorities’ arrest of Meng Wanzhou, the company’s chief finan-
cial officer and its storied founder’s daughter, on a U.S. warrant for charges relating to violating sanc-
tions on Iran. As apparent retaliation for Meng’s arrest, Beijing resorted to the detention of two
Canadian citizens in the PRC and the extraordinary resentencing of a third Canadian serving a prison
sentence to the death penalty (Inkster, 2019: 106-108; Liu, 2021: 378). The PRC’s government allowed
the release of the first two only after Meng’s negotiated return to the PRC 3 years later (Gillies, 2021).
For the PRC’s leaders, foreign steps to curb Huawei amount not to the snub of a mere company, but to
hostile attempts at thwarting the country’s modernization and ascent into the ranks of the world’s
leading economic powers.

Third, these changes present a distinct challenge to U.S.-allied and U.S.-aligned middle powers.
Throughout much of the post-Cold War, the PRC’s rapid economic growth within a U.S.-led global
order presented these states with more opportunities than threats. In spite of setbacks in the U.S.-PRC
relationship, many of these countries for decades managed to maintain a security relationship with the
United States while cultivating a growing trade relationship with the PRC (Ikenberry, 2016). Virtually
every member of NATO, as well as Japan, South Korea, Australia, Singapore, and numerous other
allies and security partners of the United States, have reaped substantial benefits from trade with
the PRC, which for many has become a chief export destination. The crux of many of these countries’
strategies, most apparent for those in East Asia, was to hedge against the PRC by preserving or even
developing a security partnership and/or enhanced trade with the United States, while pursuing
expanded sales and investment opportunities for their companies in the PRC. Indeed, for a period
after the great financial crisis, when the PRC’s appetite for imports persisted amid slowing global
demand, the necessity and wisdom of these strategies appeared reaffirmed to leaders of export-reliant
middle powers. However, a crucial, if usually unstated, assumption behind such strategies was that

%See, for example, Inkster (2019); Mascitelli and Chung (2019); and Campion (2020).
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trade and security issues could be separated and, it followed, relations with the superpowers could be
compartmentalized, a supposition now challenged by the changing nature of global high-technology
trade.

Fourth, as a result of these changes, the continued viability of these long-standing middle-power
strategies is today in doubt (Jung et al., 2021). As the U.S.-PRC rivalry has intensified and broadened
into a multi-dimensional competition encompassing technology questions, the options before middle
powers have narrowed. Japan, Germany, and the UK now face incompatible demands from the super-
powers on a range of issues, spanning international governance of pandemics to domestic infrastruc-
ture. These issue-areas do not permit neat compartmentalization into traditional security and
economic spheres. As Brian Job and others have explained, the constraints on middle powers are tigh-
tening (Job, 2020). These countries are now ‘stuck’ between the two great superpowers, enjoying less
‘space’ to maneuver than before (Job, 2020: 1-4). Under the Xi and Trump administrations, both the
United States and the PRC have used ‘coercive economic tactics to threaten or punish middle powers
and small states’ for transgressions (Job, 2020: 9). The growing rivalry, increasingly characterized by
hawks on both sides ‘as a confrontation of ‘existential threats” — across a range of policy areas that
straddle trade and security considerations - reduces the options available to middle powers and forces
them into dilemmatic choices between sides (Job, 2020: 1). A structural condition tightening this vise
is the now yawning ‘gap in national power between the United States and China compared to every
other country in the world” (Kupchan, 2021; Hass, 2022).

The Huawei policy dilemma is illustrative of these broader tensions between commercial and secur-
ity interests that governments face in making contemporary foreign and technology policy in an age of
overarching superpower competition. While such trade-offs are perennial, they arguably arise in a
more pronounced form with digital technologies and the tightly integrated supply chains in which
they are embedded, virtually all of which run through the PRC. For instance, export controls today
are not only as difficult as ever to implement, but also more challenging to design effectively, since
so many sensitive technologies have important or even primary commercial applications. Many
defense systems depend on commercial IT inputs whose export cannot be restricted except at great
opportunity cost to the industries that produce them. And many commercial inputs are assembled
or produced in the PRC, the very target of the export controls applied to the finished systems that
will contain them.

Foreign direct investment into high-technology industries presents a similar dilemma.'® Several
governments have contemplated limiting foreign ownership of domestic companies possessing signifi-
cant proprietary technology. Some are developing investment-screening mechanisms intended to curb
PRC-based actors’ control of their national firms (Bauerle Danzman and Meunier, 2021; Lenihan,
2021). While inbound capital is often needed to develop these high-technology industries, govern-
ments perceive it as carrying intolerably high risks, both directly to the target companies and down-
stream to other firms with whom they exchange privileged technical information.

As with critical communications infrastructure, in policy decisions about export controls and
investment screening, middle powers and certain small states face countervailing pressures from the
superpowers. A supplier of capital to these middle powers and purchaser of their high-technology
goods, the PRC insists on access to investment opportunities and products, while the United States,
voicing concerns about security interests and PRC market dominance, demands restrictions on
PRC involvement and influence. In this sense, the Huawei policy dilemma is far from a discrete
and specialized problem, but a manifestation of a more fundamental challenge that will outlast any
specific choices on 5G suppliers.

The resort to non-decision decisions represents one means for middle powers to cope, however
imperfectly, with these tightening constraints. The non-decision decision affords governments room
to negotiate the superpowers’ competing demands in several ways, not least by undermining the lat-
ter’s basis for retaliation against an unfavorable move. First, the non-decision decision may bring the

%We thank an anonymous reviewer for raising this point.
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middle power some plausible deniability, since the offending choice goes unstated. Without a formal
announcement, no obvious target exists to attract either a superpower’s ire or its demands for redress.
Japan’s undeclared ban on Huawei illustrates this significant advantage at work, as it was the only one
of the three countries not to experience major pressures from the PRC government in connection with
the decision. Second, the non-decision decision can allow for a deflection of responsibility by the mid-
dle power. In some instances, a skillful non-decision decision can shift the responsibility for an offend-
ing policy outcome. The UK’s reframing of its complete ban on Huawei as the inevitable consequence
of a U.S. action that rendered Huawei equipment less secure and less verifiable illustrates this feature.
Third, a non-decision approach can allow a government to fragment a single high-stakes policy deci-
sion into several less conspicuous maneuvers. Each of these is individually less likely to invite retali-
ation or even notice by a superpower. Germany’s layering of measures that gradually made Huawei’s
participation in its 5G networks less feasible illustrates this approach.

In certain respects, the non-decision decision shares similarities with the non-tariff barrier, a
protectionist trade measure that takes the form of a regulatory obstacle to unwanted imports,
often adopted instead of an explicit tariff. Non-tariff barriers grew more common and more effect-
ive as international trade organizations restricted governments’ capacity to impose outright tariffs
(Mansfield and Busch, 1995). Similarly, non-decision decisions are poised to grow more common
as the U.S.-PRC rivalry makes explicit decisions unfavorable to one or the other superpower more
costly for middle powers to adopt. An implication of this change may be that middle-power gov-
ernments systematically shift away from formal, institutionalized policymaking toward more opa-
que, informal decision making in certain policy areas. For example, as the Japanese case
suggests, governments may find it helpful to signal policy intentions to private companies without
explicitly codifying or formalizing guidance or regulation in such instances. Such approaches may
encounter domestic resistance from the private sector, either because they directly inflict additional
costs on companies or because, as a result of their unstated character, they introduce uncertainty
and unpredictability into the business environment. Telecommunications providers raised both
these complaints in Germany and the UK. Beyond their domestic consequences, such informal
measures can become a means to sidestepping a country’s nominal commitments to preserving
free trade and open markets, either under the World Trade Organization or in bilateral agreements,
in high-technology sectors featuring incompletely understood security risks (Mascitelli and Chung,
2019: 4-5).

7. Conclusion

Faced with a similar policy dilemma presented by Huawei’s 5G equipment, the governments of Japan,
the UK, and Germany appeared to respond in distinct ways. Japan acted early to restrict Huawei’s role
in supplying 5G technology without publicly issuing a formal policy. The UK at first allowed Huawei’s
limited participation, but then reversed itself in response to a U.S. restriction, ultimately adopting a
complete ban. At the time of this writing, Germany is continuing to define the precise implementation
of the laws governing Huawei’s participation, but new regulatory measures have progressively reduced
the incentives for operators electing to install the company’s equipment. Although variant in form and
timing, all three of these national responses share a crucial similarity: they all amount to non-decision
decisions that point toward the increasing de facto, if not de jure, exclusion of 5G equipment from the
PRC-based company. For each government, the non-decision decision proved a way to mitigate trade-
offs in a multi-level bind. Negotiating the prospects of either superpower’s retaliation for an unfavor-
able decision, facing domestic operators’ resistance to bans on Huawei imports, and, in the cases of the
UK and Germany, contending with specialized agencies divided in their assessments of the technol-
ogy’s risk, these governments avoided making decisions that were either explicit, definitive, or singular.
These instances of non-decision decisions highlight the complexities of making policy at the intersec-
tion of technology, trade, and infrastructure in the age of digital trade and untenable distinctions
between purely commercial products and products with national-security implications. Moreover,
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as a modality of policymaking, the non-decision decision may grow increasingly attractive to middle
powers, whose range of options is shrinking as the U.S.-PRC global contest for influence intensifies
and broadens to new issue areas.
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